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In this lesson, you will learn how to integrate FortiClient into your existing network, and manage the security of
multiple endpoint devices from a single management console, such as FortiClient Enterprise Management
Server (EMS).
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In this lesson, you will learn about the topics shown on this slide.
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What is FortiClient?

Objectives

* Know when and why FortiClient endpoint security is needed
* Understand FortiClient

* |[dentify endpoint security features

» Understand FortiClient EMS

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating an understanding of what FortiClient is and what it does, you will be able to understand how
FortiClient fits in to your network.

FortiClient 6.2 Study Guide 6
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Endpoint Network Security

+ FortiClient endpoint protection

—
Antivirus

Web
Filtering
VPN -SSL andIPsec

Local Logging

Application Firewall

Central Management

Central Logging O !
Many single purpose endpoint

security software applications >
leadto high cost and complexity

1¢6¢¢ ¢ ¢

FiERTINET

In a typical endpoint network security solution, multiple instances of single-purpose software applications are
used. Each application provides a specific service, including antivirus protection, web filtering, VPN access,
application firewall, and so on.

Many endpoint security solutions are not capable of providing central management, central logging, and other
features.

When several different applications are used, most times they all are made by different vendors. Using
applications from multiple vendors can introduce unwanted complexity, create many potential points of failure,
and increase the cost of initial installation and ongoing operation.

On the other hand, FortiClient offers comprehensive endpoint protection for your Windows-based and Mac-

based desktops, laptops, file servers, and mobile devices. FortiClient can safeguard your systems with
advanced security technologies and provide a single management console.

FortiClient 6.2 Study Guide 7
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Why You Need Endpoint Security

+ Traditional antivirus protection is not enough:
= |t cannot stop advanced threats
« |t puts data and organization at risk
« It doesn't provide central monitoring and visibility into individual endpoints

» Potential threats as well as incidents of stolen information and stolen identities are
increasing exponentially

* More people are using remote access to connect to work:
+ No control over the remote and mobile devices
* No control over removable media

* Threats are coming from inside your network
= Infected and compromised mobile devices — laptop, removable media
« Downloading files using VPN
« Downloading password-encrypted files

FiERTINET

Traditional antivirus software can protect your endpoints from known viruses, but may be unable to detect and
protect against advanced threats. This can result in data being lost or compromised.

Present day attackers use advanced methods to hijack your identity, such as social media accounts, and
access your banking information. Sometimes, this information is browser or application-based, and antivirus
software can do a little to protect it.

More and more people connect to corporate networks from Wi-Fi hotspots, providing no control over remote
or mobile devices.

Not only do threats come from outside your network, people often bring mobile devices inside your network,
which may be compromised. They also use your VPN to download files, which may be contain potential
issues.

This is why you need endpoint security!

FortiClient 6.2 Study Guide 8
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Endpoint Security

* Protection of an individual workstation or device

+ Endpoint security includes a wide range of security features:
« Malware, grayware, virus, spyware, key logger protection
« Application firewall
« Network protection
« Vulnerability management
* Input/output data control
= Central monitoring, provisioning, and logging

* In sync with latest signatures and application updates
+ Enforcement of endpoint compliance

FiERTINET

Standard security software can provide basic protection, but endpoint security provides basic security plus
much more.

Endpoint security provides an antivirus program and much more to protect your devices and it creates a
barrier between your network and the outside. Endpoint security provides antivirus updates, antimalware,
IPS/IDS signatures, and updates.

Endpoint security also forces endpoint compliance, which requires endpoints devices to comply with specific
criteria before they can gain access to the network.

FortiClient 6.2 Study Guide 9
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FortiClient

* Provides a comprehensive network security solution for endpoints while improving
your visibility and control
« Allows you to manage security of multiple endpoints from the FortiClient EMS
« Allows you to manage endpoints locally or remotely, stationary or mobile, using FortiClient EMS
« Supports multiple platform protection:
* Windows devices
* Mac OS devices
* 10S devices
* Android mobile devices

FiERTINET

FortiClient provides comprehensive endpoint protection for your Windows-based and Mac-based desktops,
laptops, file servers, and mobile devices. It helps you to safeguard your systems with advanced security
technologies, all of which you can manage from a single management console.

FortiClient enables every device—local or remote, stationary or mobile—to integrate with your FortiGate and

FortiClient EMS. FortiClient supports Windows, Mac OS, iOS, and Android mobile devices, and also
integrates your home offices, mobile workers, and visiting partners.

FortiClient 6.2 Study Guide

10



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

EORTINIET
TN TITINLC 1

FortiClient (Contd)

+ FortiClient is used with EMS to use all APT and security features

+ FortiClient must connect to FortiClient EMS to activate the license

* You can change FortiClient configurations only from the management device
* FortiClient is used with EMS only, or EMS and FortiGate

« Enforces endpoint compliance and provides endpoint awareness

+ Automates prevention of known and unknown threats

* Provides secure remote access

FiZ:ATINET

In 6.2.0, FortiClient must be used with EMS. FortiClient must connect to EMS to activate its license and
become provisioned by the endpoint profile that the administrator configured in EMS. You cannot use any
FortiClient features until FortiClient is connected to EMS and licensed.

When FortiClient is connected only to EMS, EMS manages FortiClient. However, FortiClient cannot
participate in the Fortinet Security Fabric.

When connected to EMS and a FortiGate, FortiClient integrates with the Security Fabric to provide endpoint
awareness, compliance, and enforcement by sharing endpoint telemetry.

FortiClient automates prevention of known and unknown threats through its built-in host-based security stack
and integration with FortiSandbox.

FortiClient also provides secure remote access to corporate assets through VPN.

FortiClient 6.2 Study Guide 11
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Lesson Progress

&/ )What is FortiClient?
=
( ) FortiClient Features
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)FortiClient Installation
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) FortiClient Settings

{
\
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( '} Understand and Configure FortiClient XML

k/}] FortiClient EMS Introduction

Good job! You now know more about what FortiClient is and what it does.

Now, you will learn about FortiClient features and what they do.

FortiClient 6.2 Study Guide 13
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FortiClient Features

Objectives
« Identify FortiClient key features

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the key features of FortiClient, you will be able to use
FortiClient features and operation modes in your network.

FortiClient 6.2 Study Guide 14
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Key Features

« Malware protection (antivirus, anti-exploit, and FortiSandbox integration)
+  Web filtering

+ Secure remote access (SSL VPN and IPsec VPN)

+ Logging

* Vulnerability scan

* Application firewall

+ Central management

* FortiClient telemetry

FiERTINET

FortiClient key features are shown on this slide.

Note that, FortiClient requires a license. FortiClient licensing is applied to EMS.

FortiClient 6.2 Study Guide
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FortiClient Malware Protection

* Includes antivirus protection, cloud-based malware protection, anti-exploit and
removable media access

« FortiClient AV includes:
+ Botnet communication detection
« Enhanced real-time protection

* FortiClient can scan:
« System files
« Executable files
+ Removable media
« DLL files and drivers
» System memory

+ File-based malware, malicious websites, phishing, and spam URL protection is
included in antivirus protection

FiZ:ATINET

FortiClient has enhanced capabilities for the detection of APT with FortiSandbox integration. These enhanced
capabilities include:

+ Botnet command and control communications detection: When you enable the botnet feature,
FortiClient monitors and compares network traffic on a compromised system with a list of known command
and control servers, and blocks it.

+ Enhanced real-time protection implementation (Windows only): The real-time protection (RTP) feature
on FortiClient uses tight integration with Microsoft Windows to monitor files locally or over a network file
system, as they are being downloaded, saved, run, copied, renamed, opened, or written to.

FortiClient can scan system files, executable files, removable media, dynamic-link library (DLL) files, memory,

and drivers. FortiClient also scans for and remove rootkits. File-based malware, malicious websites, phishing,
and spam URL protection is part of the antivirus component.

FortiClient 6.2 Study Guide 16
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Antivirus Dashboard

« Settings Malware Protection > AntiVirus Protection
« View real-time protection o
= Show the status of the database (@) Vi Poectr

« |nitiate a scan on demand

* By default, the Malware
Protection is disabled on the : e
EMS Default endpoint profile

Scam on the 1t day of each moreh 22 1930

Lt Scan Mever Scanned

FiZ:ATINET

Now that you know more about the antivirus capabilities on FortiClient, you will learn more about the available
antivirus options.

You can view the real-time protection status, view if the database is up-to-date, or perform an on-demand
antivirus scan. Malware protection is disabled, by default, on the EMS Default endpoint profile. When the
endpoint registers with the other endpoint profile, it receives the customized settings configured on that
endpoint profile.

You will learn more about each of these options in detail in this lesson.
FortiClient automatically disables RTP after installation when one of the following is true:
*+ The OS is a server

» Exchange Server is detected
* SQL Server is detected

FortiClient 6.2 Study Guide
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Configuring Antivirus Options

+ FortiClient EMS endpoint profile allows you to configure AV options

* You can click the Settings icon to view the configuration
« Shows real-time protection status
» Shows scheduled scan
» Shows an exclusion list
Malware Protection > AntiVirus Protection

Settings icon

@ AntiVirus Protection

Realtime Protection:

Dynamic Threat Detection OFF

Block malicious websites: OFF

FiZ:ATINET

FortiClient security features are licensed with EMS. Without a connection to EMS, the features disappear. You
can only configure AV options on an endpoint profile in EMS to make changes.

You can click the Settings icon to view most of the antivirus configuration. These options include:

+ Realtime Protection: You can configure settings to specify what to scan. When a virus is detected during
real-time monitoring, it will be automatically quarantined. If you have another antivirus program installed,
FortiClient will display a warning message stating that your system may lock up or become unstable
because of conflicts between the different antivirus products. You should uninstall all conflicting antivirus
software before installing FortiClient or enabling antivirus real-time protection.

» Scheduled Scan: You can enable scheduled antivirus scans that will automatically scan your workstation
at a scheduled time.

+ Exclusions: You can create an exclusion list that includes files and folders that you don't want included in
an antivirus scan.

FortiClient 6.2 Study Guide 18
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Configuring Real-Time Protection Settings

* You can use real-time protection settings to:
= Scan files as they are downloaded or copied to my system
« Dynamic threat detection using threat intelligence data

« Block all access to malicious websites
* You must also enable FortiProxy on FortiClient
« Block known communication channels used by attackers

Malware Protection > AntiVirus Protection

omO Y

FiZ:ATINET

You can select or clear the real-time protection settings in the EMS endpoint profile. This slide shows the
options available on the FortiClient real-time protection. To enable real-time protection, you must select Scan
files as they are downloaded or copied to my system. Why?

When you download software from the Internet, there is always a chance that you could download
applications or programs that will try to inject malware, grayware, or viruses into your system.

You can also enable Command and Control (C&C) detection using IP reputation database signatures. It
checks network traffic against known C&C IP addresses, plus port number combinations.

Block Access to Malicious Websites blocks all access to malicious websites. You must select
FortiProxy(Disable Only When Troubleshooting) on the System Settings tab before you can enable this
option.

You can configure one of the actions for the Security Risk site category, which includes block, warn, allow,
and monitor. You can also select to view all the subcategories, and configure individual actions (Block, Warn,
Allow, Monitor) for each subcategory. The security risk category contains the following subcategories:

» Dynamic DNS

+ Malicious Websites

* Newly Observed Domain

* Newly Registered Domain

* Phishing

+ Spam URLs

FortiClient 6.2 Study Guide 19



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

EORTINIET
TN TITINLC T

Configuring Schedule Scan and Exclusions

* You can schedule scans to occur daily, weekly, or monthly and select from these

scan types: Malware Protection > AntiVirus Protection
* Quick Scan e
* FullScan Schedule Type Weekly v
« Custom Scan fcariOn ooy~
Start:(HH:MM) | 19+/30 v
Scan Type |FullScan v

|| Disable Scheduled Scan

* You can create an exclusions list and add files and folders that will be excluded from
the antivirus scan

Malware Protection > AntiVirus Protection

Add/remaove files or folders to exclude from scanning | Add

FiZ:ATINET

You can configure daily, weekly, and monthly scans as well as selecting one of the scan types on this slide.
Quick scan only scans executable files, DLLs, and drivers that are currently running for threats. Full scan
performs a full system scan including all files, executable files, DLLs, and drivers for threats, and Custom
scan allows you to select a specific file folder on your local hard disk drive (HDD) to scan for threats. All three
scan types runs the rootkit detection engine to detect and remove rootkits.

By default, FortiClient is scheduled to run full system scans monthly. It is recommended that you run a full
system scan on your endpoint, as specified by the default setting. Using the default settings provides the best
balance between protecting your endpoint from network threats and supporting the best overall performance.
If the default settings does not meet your needs, you can adjust and fine-tune the settings accordingly.

Note that if you configure monthly scans to occur on the 31st of each month, the scan will occur on the first
day of the month for those months with less than 31 days.

If you want to exclude certain files or folders from the antivirus scan, but still want to perform an antivirus scan

on the rest of the system, you can configure an exclusions list. The files and folders that you add to this list will
be excluded from antivirus scanning.

FortiClient 6.2 Study Guide 20
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On-Demand Antivirus Scanning

* You can click the Scan Now button to view on-demand antivirus scanning. You can
select from these scan types: Malware Protection > AntiVirus Protection
+ Custom Scan 9
« FullScan O
* Quick Scan
* Removable Media Scan

Nk

i)

* You can scan a specific file or folder and submit a file for analysis by right-clicking
that file on your workstation

* You can submit up to 5 files a day to FortiGuard for analysis | ~[een
« SMTP port is used to upload files i

Print

Run as gdministrator

[ Edit with Notepad+ +

[E  Scan with FortiClient AntiVirus

3 Submit for analysis

FiZ:ATINET

You can also run an on-demand antivirus scan. There are four types of scans:

1. Custom Scan: Runs the rootkit detection engine to detect and remove rootkits. It allows you to select a
specific file folder on your local hard disk drive (HDD) to scan for threats.

2. Full Scan: Runs the rootkit detection engine to detect and remove rootkits. It then performs a full system
scan of all files, executable files, DLLs, and drivers.

3. Quick Scan: Runs the rootkit detection engine to detect and remove rootkits. It scans only the following
items for threats: executable files, DLLs, and drivers that are currently running.

4. Removable Media Scan: You cannot schedule a removable media scan. A full scan will scan removable
media.

You can view the date of the last scan run. You can perform a virus scan on a specific file or folder on your
workstation by right-clicking the file or folder and selecting Scan with FortiClient AntiVirus and Submit for
analysis. You can submit up to five files per day to FortiGuard for analysis. FortiClient use SMTP port 25 to
upload files. The port must be open on the network firewall. The FortiGuard team does not provide feedback
for the files submitted, but creates signatures for the malicious files detected.

Note that the Submit for Analysis option is only available when you select an individual file.

FortiClient 6.2 Study Guide 21
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View Threats Detected

* The Threats Detected link allows you to view: | Malware Protection > AntiVirus Protection
« Quarantined files R
+ Site violations ®
+ Real-time protection events

Scan Schodule Westkly Scan st 19:30 on Sunday

+ Viewing quarantined files allows you to view details, view logs, or submit the
suspicious file to FortiGuard

+ When you view site violations, you can view website violations and submit them for
recategorization

* The Realtime Protection link opens the realtime scan.log

FiZ:ATINET

The Threats Detected link allows you to view quarantined threats, site violations, and real-time protection
events. Each link provides further information about the threat or violation.

Quarantined Files link allows you to view, submit, or see details of the quarantined file. You can also view
the original file location, view the virus name, submit the suspicious file to FortiGuard, and view logs. Only the
EMS administrator can delete, whitelist, and restore quarantined files.

Site Violations link allows you to view site violations, which are part of FortiClient antivirus, and submit
requests to have the site recategorized. It allows you to view site violation details, including the website name,
category, date and time, user name, and status.

When an antivirus real-time protection event occurs, it is logged in realtime scan.log and can be opened
in any text editor. By default, real-time protection events open in the default viewer.

FortiClient 6.2 Study Guide 22
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Virus Alert

+ A warning message opens when a virus is detected while downloading a file through
a web browser.

« Deny access or quarantine the infected file Virus Alert =)
+ Right-click a file to access the context menu @ Poce  CVPopan ies @67Mach et e
* File action on quarantined file includes: :“ Eiﬁw B
« Delete: deletes a quarantined or restored file
* Quarantine: quarantines a restored file ”:h":‘"".“""““*"‘““”
- Restore: restores file and add to Exclusion list i iy
+ Submit Suspicious File: submits a file to FortiGuard as a T Lot Seen
suspicious file e '
« Submit as False Positive: submits a quarantined file to e
FortiGuard as a false positive ?'b_m_“?*"'-f’"'-_m-t
+ Add to Exclusion List: adds a restored file to the exclusion list o
= Any Files in the exclusion list will not be scanned [ Clowt [ ostzes |

+ Open File Location: opens the file location on your workstation

FiERTINET

If FortiClient detects a virus file that is being downloaded through a web browser, FortiClient presents a
warning message if the action on virus discovery is either set to Deny Access To Infected File or
Quarantine Infected File. When the file discovery action is quarantined, you can take one of the actions
shown on this slide. FortiClient locks the file on specified location shown in the file details page until any
action is taken. In version 6.2, restore and whitelist is done on EMS quarantine management.

When the action is set to Deny Access to Infected Files, a message is displayed stating that users are not
permitted to download the file as it is infected.

Note that if you do not select Alert when viruses are detected, the virus alert dialog box will not open when
you attempt to download a file that contains a virus through a web browser.

FortiClient 6.2 Study Guide 23
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FortiClient Engine and Signature Version

* You can view FortiClient engine and signature versions

FiERTINET

15 PoruClient -- The Security fabuic Agent

Fle belp

FortiClient

Serut FCTR00ZP1 2277459

TT12TEEARSSB4OCAAL YTBALETER 16488

You can view the current FortiClient version, engine, and signature information by selecting About.

You can use FortiManager for client software and signature updates when registered on FortiGate or EMS.

FortiClient 6.2 Study Guide
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Cloud Based Protection

+ Helps protect endpoints from high risk file types

* Query FortiGuard to determine if a file is malicious

+ Generate a SHA1 checksum for the file

* FortiGuard compares the checksum against the checksum library
* Only submit high risk file types, such as:

* exe

« .doc

+ .pdf
Cloud Based Malware Protection

Malware Protection > Cloud Based Malware Protection

Threats Detected:

FiZ:ATINET

The cloud-based malware protection feature helps protect endpoints from high risk file types from external
sources, such as the Internet or network drives, by querying FortiGuard to identify whether files are malicious.
When a file is downloaded or executed, FortiClient generates a SHA1 checksum for the file. FortiClient sends
the checksum to FortiGuard , where it is compared against the FortiGuard checksum library to identify if it is
malicious. If the checksum is found in the library, FortiGuard communicates to FortiClient that the file is
deemed malware. By default, FortiClient quarantines the file.

This feature only submits high risk file types, such as .exe, .doc, .pdf, and .dll, to FortiGuard. You can enable
this feature independently of antivirus protection.

The list of high risk file types is the same as the list of file types submitted to FortiSandbox by default.

FortiClient 6.2 Study Guide 25
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Anti-exploit Detection

* Protects vulnerable endpoints from unknown exploit attacks

+ FortiClient monitors the behaviour of popular applications, such as web browsers
« Internet Explorer
+ Chrome
+ Firefox
« Opera

* Protects against memory-based attacks and drive-by download attacks

Malware Protection > AntiExploit

@ AntiExploit
[}

FiZ:ATINET

The anti-exploit detection protects vulnerable endpoints from unknown exploit attacks. FortiClient monitors the
behaviour of popular applications, such as web browsers (Internet Explorer, Chrome, Firefox, Opera),
Java/Flash plug-ins, Microsoft Office applications, and PDF readers, to detect exploits that use zero-day or
unpatched vulnerabilities to infect the endpoint. Once detected, FortiClient terminates the compromised
application process.

The anti-exploit detection feature also protects the endpoint from memory-based attacks and drive-by
download attacks. It also detects and blocks unknown and known exploit kits.

It is a signature less solution.

FortiClient 6.2 Study Guide 26
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Anti-exploit Detection (Contd)

* You can view the exploit attempts FortiClient has blocked
Malware Protection > AntiExploit

Blocked Exploits

* You can view applications protected from exploits Malware Protection> AntiExploit

FiERTINET

You can determine which applications are protected from exploits based on the buttons beside their names.
Applications with an Exclude button beside their names are protected from evasive exploits.

Applications with an Unexclude button beside their names are not protected from evasive exploits. You can
protect the application by clicking the Unexclude button.

FortiClient 6.2 Study Guide
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Removable Media Access

« FortiClient controls access to removable media devices
+ |UUSB drives
« External hard drives

» FortiClient can allow, block, or monitor devices

Malware Protection > Removable Media Access

@ Removable Media Access
O - - + .

Action o Monitor

FiERTINET

FortiClient controls access to removable media devices, such as USB drives or external hard drives.
FortiClient can allow, block, or monitor access to removable media devices, as configured by the EMS
administrator.

FortiClient 6.2 Study Guide
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Sandbox Detection

+ FortiClient supports integration with FortiSandbox

+ FortiClient sends files to FortiSandbox for further analysis if they are not detected
locally

* Endpoint users can also manually submit files to FortiSandbox for scanning

» Access to files can be blocked until the FortiSandbox scanning result is returned
Sandbox Detection

FiZ:ATINET

FortiClient supports integration with FortiSandbox. When configured, FortiSandbox automatically scans files
downloaded on the endpoint, or from removable media attached to the endpoint, or mapped network drives.
FortiClient also automatically scans files downloaded with an email client on the endpoints, or from the
Internet.

In each case, if the file is not detected locally, and FortiSandbox integration is configured, FortiClient sends
the file to the FortiSandbox for further analysis. Endpoint users can also manually submit files to FortiSandbox
for scanning. Access to files can be blocked until the FortiSandbox scanning result is returned. When
scanning is complete, FortiSandbox can quarantine infected files, or alert and notify the endpoint user of
infected files without quarantining the files.

FortiClient periodically downloads the latest AV signatures from FortiSandbox, and applies them locally to all
real-time and on-demand AV scanning. FortiClient can send a maximum of 300 files daily to FortiSandbox
Cloud. If multiple files are submitted around the same time, FortiClient sends one file to FortiSandbox Cloud,
waits until it receives the verdict for that file, then sends the next file to FortiSandbox Cloud. In case of
FortiSandbox appliance, total number of files send by FortiClient is limited to hardware specifications.

FortiClient 6.2 Study Guide 29




Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

CECOORRTINIET
INTTIINL ]

Configuring Sandbox Detection

* You can click the Settings icon to view the Sandbox configuration
« Submission Sandbox Detection

« Access = X]
+ Remediation
« Exceptions

FiZ:ATINET

You can click the Settings icon to view the sandbox configuration. These options include:

Wait for FortiSandbox results before allowing file access: Select to wait for FortiSandbox analysis results

before files can be accessed.

Deny Access to file when there is no sandbox result: Select to deny access to files when FortiClient

cannot reach FortiSandbox for file analysis or no result.

You can view the following FortiSandbox submission options:

All files executed from mapped network drives: Select to submit all files that are executed on mapped

network drives to FortiSandbox for analysis. Clear the check box to disable this feature.

All files executed from removable media: Select to submit all files executed on removable media, such as

USB drives, to FortiSandbox for analysis. Clear the check box to disable this feature.

All web downloads: Select to submit all web downloads on the endpoint to FortiSandbox for analysis

All email downloads (Ex. Outlook): Select to submit all email downloads on the endpoint to FortiSandbox

for analysis.

You can view the following remediation options:

Quarantine infected files: Select to quarantine infected files.

Alert & Notify only: Select to alert and notify the endpoint user about infected files, but not quarantine

infected files.

You can view the following exclusion options:

Exclude files from trusted sources: Select to exclude files from trusted sources from FortiSandbox

analysis.

+ Exempt specified files / folders: Select to exempt specified files and/or folders from FortiSandbox
analysis. You must also create the exclusion list.

Note that all the configuration changes are done on the EMS endpoint profile. For example, you can also
include files with no extension but it needs to be configured through XML configuration.
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On-Demand Scan and Viewing Results

+ Scanning with FortiSandbox on demand

* Viewing FortiSandbox scan results

E— Sandbox Detection
n

3 Scan with Windows Defender...
2] Scan with FortiClient AntiVirus )
I3 submit for analysis "‘; EaREE

F3] Scan with FortiSandbex

Share with

Restore previous versions 1 0 1

IMITTEL
Send to
Cut
Copy E_] ,

o
Create shortcut
Delete

Rename

Properties

FiZ:ATINET

You can send files to FortiSandbox for scanning on demand when FortiSandbox is enabled and online.

FortiSandbox scan results display on the Malware Protection page. When a virus is detected, FortiClient
creates a notification alert that displays the number of files.

Submitted box shows the number of files submitted to FortiSandbox for scanning. Zero-day box shows the
number of detected zero-day files. Clean box shows the number of files determined clean after FortiSandbox
scanning, and pending box shows the number of files waiting for FortiSandbox scanning.
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analysis

Malware Protection > Sandbox Quarantined Files

—Cpaarantined Faes

a: 20038

FiERTINET

View, Submit, Restore, and Delete Quarantined Files

« Endpoint user can view files quarantined by FortiSandbox

+ Endpoint user can also see details of quarantined files and submit them for another

Eendng e

Irahicchad M
C:\Program Files'\F ortnet\F ostiChent\quarantine\Duasanifled 34 31482172

Siop

You can view files quarantined by FortiSandbox. Endpoint users can only submit files to FortiSandbox for

scanning and checking details of quarantined files.

The maximum age for quarantined files is specified in the <quarantine></quarantine> XML tags.

FortiClient sends quarantined file information to EMS. If the EMS administrator whitelists the file (in the case
of a false positive), EMS sends the whitelist information to FortiClient. After FortiClient receives the whitelist

information, it releases the file from quarantine.
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FortiClient Web Filter

* Web Filter allows you to take actions on web traffic based on URL category or
custom URL filters
+ Block
+ Allow
+ Warn
* Monitor

+ FortiGuard distribution network (FDN) handles URL categorization
« Custom URL filter exclusion list overrides FDN

+ Use web browser plugin for HTTPS web filtering on endpoints
« Improves detection and enforcement of HTTPS sites

FiZ:ATINET

After FortiClient is registered to EMS, web filter configuration settings are pushed from the management

device and are read only on the FortiClient console.

Web filter features allow you to block, allow, warn, and monitor web traffic based on URL category or custom
URL filters. URL categorization is handled by the FDN. You can create a custom URL filter exclusion list

which overrides the FDN category.

The EMS administrator can enable a web browser plugin for HTTPS web filtering on the endpoint. This
improves detection and enforcement of Web Filter rules on HTTPS sites. After this option is enabled, you
must open the browser to approve installing the new plugin. The plugin is only supported for the Google

Chrome browser on Windows platforms.
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Web Filter Configuration

* You can click the Settings icon to see the current configuration
= Site categories
+ Exclusion list
« Setlings
* Violations: view and clear
Web Filter

Settingsicon

¥

« Exclusion List tab
« Allows you to add URLs that are overridden from the FDN category
« Three types to choose: Simple, Wildcard, Regular Expression
« Three actions to choose: Block, Allow, Monitor

FiZ:ATINET

The EMS administrator can configure web filter on the EMS endpoint profile Web filter tab. Configurable
options include web security profile (site categories), exclusion list, settings, and violations.

The endpoint user can view current configuration by clicking the settings icon. The EMS administrator can
configure a web security profile to Allow, Block, Warn, or Monitor web traffic based on website categories
and subcategories.

Allow: Permits access to the sites within the category.

Block: Prevents access to sites within the category. Users attempting to access a blocked site will receive a
replacement message explaining that access to the site is blocked.

Warn: Presents the user with a message, allowing them to continue if they choose. Accepting a disclaimer will
allow users to browser the override category for 5 minutes.

Monitor: Permits and logs access to sites in the category. You may also enable user quotas when enabling
the monitor action.

What if you want to exempt a URL that is part of a category, but you still want to take action on that category
as a whole?

The EMS administrator can configure an exclusion list to which admin can add websites and set the
permissions to allow, block, and monitor. An admin can also configure simple, wildcard, or regular
expressions as a type. If the website is part of a blocked category, an allow or monitor permission in the
exclusion lists allows the user to access the specific URL.

FortiClient 6.2 Study Guide 34



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

CODRTINET
TN TIINLC ]

Web Filter—Settings and Violations

« Settings allow you to view the following:
* Logall URLs
« Identify User Initiated Browsing
- |f Site Categories is disabled, the endpoint is protected by the configured exclusion
list only
* Violations
= Allows you to view web filter violations

+ FortiGuard Site Categories—only if action is set to block or warn
« Exclusion list-only if action is set to block

FiERTINET

When you configure web filter general settings, you can choose to log all URLS with an assigned action, and
the logged files can be downloaded. You can also select to log only user initiated browsing.

Note that when site categories are disabled, FortiClient is protected by the exclusion list only.
You can view site violations and violation details, including the website name, category, date and time, and

username. The violation will show only if the action is set to block or warn for FortiGuard site categories, and
block for the exclusion list.
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VPN—SSL and IPsec

* FortiClient supports both IPsec and SSL VPN

= Can configure on the FortiClient console f
+ Use EMS to provision VPN configuration J ® ool | - o1 1
< .

« Simplified VPN configuration g -
» Supports two-factor authentication with FortiToken

+ Allows you to create multiple VPN profiles
* Allows you to activate VPN before login (Windows and AD environment)
+ Allows you to create redundant IPsec and priority-based SSL VPNs (Windows and

Mac OS) Remote Access
VPN Name Student_SSL
Username
Password
o | T TR I Two-factor authentication
oKken AT 0 r v usn or eanier ioken coae mFDmT i

FiERTINET

FortiClient supports both IPsec and SSL VPN connections to your network for remote access. EMS
administrator can provision client VPN connections in the FortiClient profile (EMS endpoint profile) or the
endpoint user can configure new connections in the FortiClient console.

You can also configure two-factor authentication using FortiToken for enhanced security for both types of
VPNs on your FortiGate device for FortiClient VPN connections.

FortiClient VPN features are not limited to basic configuration and provisioning, but can be used for advanced
configurations. For example, you can automatically connect to a VPN when FortiClient is launched, or you can
map or unmap a network drive when a tunnel is connected or disconnected, respectively.

You can also configure FortiClient to connect to a VPN before the login in (either logging in to a Windows

account, or through an AD environment). Advanced features like redundant IPsec VPN and priority-based
SSL VPN are also supported on FortiClient for Windows and Mac OS.
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« Easy configuration to create, edit, or delete VPN connections
= Authentication settings—prompton login, save login (only username), or disable
« Allows you to configure VPN settings, phase |, and phase Il settings

» Configure many advanced configurations when managed by FortiGate or FortiClient
EMS
* RedundantIPsec VPN connections
‘ Save paSSWOTd Edit VPN Connection
« Auto connect
+ Always up

Remote Access > IPsec VPN

FiERTINET

You can configure the IPsec VPN directly on the FortiClient console when EMS administrator allows you to
add personal VPN connections. This allows you to create, edit, save, or delete IPsec VPN connections. You
can create and save multiple IPsec connections. Because this configuration is one side of the IPsec VPN, the
configuration settings must match with the FortiGate IPsec configuration in order to connect and access
remote resources.

When personal VPN is not allowed by the FortiClient EMS administrator, the endpoint profile VPN tab allows

you to provision these configurations, along with advanced configurations, such as redundant IPsec VPN
connections, save password, auto connect, and always up, to name a few.
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SSL VPN

* Create, edit, or delete a VPN connection
= Save the login information-username

« Configure authentication—prompton login, save login (only username), or disable (only when
Client Certificate option is enabled)

* When managed by FortiClient EMS, perform advanced configuration:
« Priority-based SSL VPN connections

: Remote Access > IPsec VPN
+ SSL VPN portal on FortiGate allows: -
= Save password Edit VPN Connection
* Auto connect i
. Always up Student_SSL
S5L VPN to Student Fortigate
+ Supports DTLS I == ?
+ If required, falls back to TCP over TLS [P

« Windows only

ompt on logn Save login
Do not Warn Invalid Server Certificate

FiERTINET

The SSL VPN configuration is similar to the IPsec configuration, where you configure one side of the tunnel
and the other side is configured on FortiGate.

When personal VPN is not allowed by the FortiClient EMS administrator, endpoint profile VPN tab allows you
to provision these configurations, along with advanced configurations on SSL VPN portals, and many more.

DTLS is a Windows-only feature, and not recommended for slower networks. DTLS settings must also be
enabled on FortiGate SSL VPN settings.
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Connect to VPN

* You can connect to VPN from the:
« FortiClient console
« FortiClient icon in system tray

Remote Access

Open FortiClient Console

Connect to "Student_[Psec”
Connect to "Student_S5L"

et Personal VEIE
Username Student_|PSac %  Shutdown FortiClient
Password

VPN Name Student_SSL v

FiERTINET

To connect to a VPN (IPsec or SSL), select the VPN name from the drop-down list on the FortiClient console.
Enter your username, password, and then click Connect. Optionally, in the system tray, right-click the
FortiClient icon and select the VPN connection you want to connect to. When connected, the console will
display the connection status, duration, and other relevant information.

Note that provisioned VPN connections will be listed under Corporate VPN. Locally configured VPN
connections will be listed under Personal VPN.
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Application Firewall

* Application control:
= Application firewall
« Block specific application traffic

* Read-only profile in the FortiClient console:
« Allows you to view blocked applications — past 7 days

« Capable of recognizing network activity (application traffic):
« Allows you to create rules to block or allow traffic per application or category
Application Firewall

i

=
o

Violations
[Progam  Application | Category | Count |
Firefox Facebook

refs Social Madia 3 1672019 72906 AM

FiERTINET

You can use the application firewall feature to detect and take actions against network traffic, depending on
the application that is generating the traffic.
The application firewall uses IPS protocol decoders to analyze and detect application traffic, even on non-

standard ports.

FortiClient can recognize the traffic generated by a large number of applications. You can create rules to block
or allow application traffic on FortiGate or EMS, based on the category or application. The rules are then
pushed to managed FortiClient.

Application firewall settings are read-only on the FortiClient console. You can view blocked applications for the

past seven days.
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Vulnerability Management

* Vulnerability management
« List of vulnerabilities detected
« One-click link to install patches and resolve as many identified vulnerabilities as possible
« List of patches that require manual installation by the endpoint user to resolve vulnerabilities

* Managed by EMS, an administrator may configure and lock vulnerability scanning
for you

Vulnerability name Severity Details Tt
Kyz. Vulnerability Medium m sbralsly. Enabied DG

hitp:/iveww. fortiguard com/encyclopediaivulnerability  e—— R

FortiGate
FZ:ATINET

When endpoint users are transferring data over the Internet, hackers can exploit vulnerabilities in endpoint
devices, and use those vulnerabilities to gain unauthorized access to the system.

FortiClient can perform a vulnerability scan to search endpoint devices to identify weaknesses, provide details
about the impact of those weaknesses and recommend actions to protect the applications running on the
endpoint devices.

FortiClient communicates with the FortiGuard Center to get the signature updates.

After the scan is complete, FortiClient displays the list of vulnerabilities and details. You can click an item in
the list, such as release date, severity, impact, and recommended actions, to name a few.
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« Scan on demand

Vulnerability Scan

Vulnerability Management (Contd)

« You can scan on demand. When the scan is complete, FortiClient displays a summary of
vulnerabilities found on the endpoint. If any detected vulnerabilities require you to manually install
remediation patches, the list of affected software is also displayed.

= Vulnerabilities

No Scan Scheduled

Last Sean
Fri Nov 16 2018 17:09:15 GMT+0000 (GMT Standard Time)

FiERTINET

If compliance is enabled for FortiClient, and EMS compliance rules require it, all automatic and manual
software patches must be installed within a time frame that maintains compliant status and network access.

The default time frame is one day.

However, the FortiGate administrator may choose a different time frame. Contact your system administrator to

learn how long you have to fix vulnerabilities.
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Vulnerability Management (Contd)

 Automatically fixing detected vulnerabilities

* You can automatically install software patches by clicking Fix Now, or review detected
vulnerabilities before installing software patches
Vulnerability Scan

0 3 0

+ Reviewing detected vulnerabilities before fixing them
Vulnerability Scan

= 3rd Party App (1)

[] » [ va JREBDI910.02 (1) [ low | Auto-Patch

=+ Service (0)

4 User Config (0)

FiERTINET

Vulnerability scan identifies vulnerabilities on the endpoint that should be fixed by installing software patches.
You can automatically install software patches by clicking Fix Now, or you can review detected vulnerabilities
before installing software patches. Any software patches that cannot be automatically installed are also listed
and you should manually download and install software patches for the vulnerable software.

FortiClient updates vulnerability scan signatures at specific intervals or daily. For intervals, you must select

the value in hours, minimum is 1 and the maximum is 24. For daily, you must select a specific time of the day.
FortiClient does not support push updates.
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Vulnerability Management (Contd)

* Manually fixing detected vulnerabilities

+ In some cases, FortiClient cannot automatically install software patches, and you must manually
download and install software patches o ity Scan

+ Viewing vulnerability scan history [ s

- 11/16/2018 5:09:15 PM (2)
= % VMware Player 12114932 (2)
C\Program Files (xB&1\WMware\Viiware Workstation\vmplayer exe

wire product updates sddress local priviege wicalation Unpatched

I

Ungatehed

usion updates address out-of

arability

= W VMware Workstation Player 121 16932(3)
C\Program Files (xB4)\WVMware\ViMware Workstation\vmplayer exe

= 11/14/2018 10:43:5% AM (2)
= % Viware Player 12.1.1.6932(2)
C\Program Fies (xBANWVMware\ViMiware Workstabon wimnplayer axe

bound ry 8

v e sty
+ W VMware Workstation Player 12.1.1.4932 (3

FiERTINET

When the scan is complete, FortiClient displays a summary of vulnerabilities found on the endpoint. If any
detected vulnerabilities require you to manually install remediation patches, the list of affected software is also
displayed.

You can view the history of the last seven vulnerability scans and patches. You can view the history to see
what software was identified as vulnerable and whether patches for the vulnerabilities were installed.
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Logging

* Logging
* VPN, application firewall, antivirus, web filter, update, and vulnerability scan logging
« Export or clear logs
« Default logging level is Information

Emergency The system becomes unstable
Alert Immediate action is required
Critical Functionality is affected
Error An error condition exists and functionality could be affected
Warning Functionality could be affected
Notice Information about normal events
Information General information about system operations
Debug Debug FortiClient
Fi:RTINET

You can export the log file (.log) from FortiClient.

FortiClient provides options for logging levels, such as information, notice, or emergency. When FortiClient is
managed by FortiClient EMS, the administrator can configure the XML configuration to set the logging levels.

The default logging level on FortiClient is Information.
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Logging and Software Inventory

 Logging and Software Inventory
« Upload logs to a FortiAnalyzer or FortiManager
« FortiClient must be registered to FortiClient EMS to upload logs to FortiAnalyzer or FortiManager

* Use TCP port 514

(&

FortiManager

&

FortiAnalyzer

FiERTINET

FortiClient can be configured to send logs and software inventory reports to FortiAnalyzer or FortiManager.
The following products are required:

* FortiClient

+ EMS

* FortiAnalyzer or FortiManager

FortiClient uses TCP port 514 to upload to FortiAnalyzer or FortiManager. FortiClient collects information on
regular software installed on the endpoint and sends the information to EMS and FortiAnalyzer. FortiClient
sends the software inventory information when it first registers on EMS and when it first sends data to
FortiAnalyzer. If software changes occur on the endpoint, such as installing new software, updating existing
software, or removing existing software, FortiClient sends an updated inventory to EMS and FortiAnalyzer.

FortiClient Telemetry must connect to EMS for FortiClient to upload logs and software inventory reports to
FortiAnalyzer or FortiManager.

Note that you must enable logging on FortiManager. By default, this feature is disabled.
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Fabric Telemetry—FortiClient Telemetry

+ Displays whether FortiClient telemetry is connected to EMS or EMS and FortiGate
+ Tab is used to manually connect FortiClient telemetry to EMS and to disconnect

+ FortiClient Telemetry
« FortiClient uses a gateway IP address to connect to FortiGate or EMS
« FortiClient registers on FortiGate only if the following are true:
= FortiClient is registered to EMS
+ FortiClient has received a telemetry gateway list from EMS
* EMS has allocated a Fabric Agent license Fabric Telemetry

@ FortiClient - Connected

The Security Fabric Agent

FiERTINET

The Fabric Telemetry tab displays whether FortiClient Telemetry is connected to EMS or EMS and
FortiGate. You can use the Fabric Telemetry tab to manually connect FortiClient Telemetry to EMS and to
disconnect FortiClient Telemetry from EMS.

FortiClient can use a gateway IP address to connect FortiClient Telemetry to FortiGate or EMS. FortiClient
only registers to a FortiGate if all of the conditions shown on this slide are true.

If FortiClient becomes unregistered from EMS, it also becomes unregistered from the FortiGate.
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Fabric Telemetry—FortiClient Telemetry (Contd)

+ Telemetry data
« Hardware information, such as MAC addresses
« Software information, such as the OS version on the endpoint
« |dentification information, such as username, avatar, and hostname
= Vulnerability information that the vulnerability scanning module reports

+ FortiClient automatically launches and connects telemetry to EMS after installation
* You can also manually enter the EMS IP address
+ FortiClient can remember up to 20 IP addresses for EMS

* You must disconnect FortiClient telemetry to:
« Connect another EMS
+ To disable and uninstall FortiClient

FiZ:ATINET

When FortiClient Telemetry is connected to EMS, or EMS and FortiGate, FortiClient collects the hardware
information (MAC addresses), software information (OS version on the endpoint), identification information
(username, avatar, and hostname), and vulnerability information that the vulnerability scanning module
reports about the endpoint, and its workload, and sends it to EMS, or EMS and FortiGate. When FortiClient
Telemetry is connected to FortiGate, the Security Fabric uses the information to understand the endpoint and

its workload to better protect it.

After installation, FortiClient automatically launches and connects telemetry to the EMS server that created
the installed deployment package. You can also manually enter the EMS IP address to connect. When you
confirm the telemetry connection to EMS, you can instruct FortiClient to remember the EMS IP address. If a
connection key is required, FortiClient remembers the connection key too. FortiClient can remember up to 20

IP addresses for EMS.

When you instruct FortiClient to forget an IP address for EMS, FortiClient Telemetry does not use the IP
address to automatically connect to EMS when re-joining the network. You must disconnect FortiClient

Telemetry from EMS to connect to another EMS or to disable and uninstall FortiClient.
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Fabric Telemetry—Compliance

« Compliance depends on EMS and FortiOS

* Due to changes to the license, all three components must be on 6.2.0
+ FortiClient 6.2.0
+ EMS 6.2.0
+ Forti0S 6.2.0

« Administrator can define verification rules based on criteria:
« Certificates
* Logged in domain
« Files present
« OS versions
« Running processes
+ Registry keys
« EMS dynamically groups the endpoints based on compliance verification rules

* FortiOS creates dynamic firewall policies

FiZ:ATINET

In FortiClient 6.2.0, compliance depends on EMS and FortiOS. This feature is only available if using
FortiClient 6.2.0 with EMS 6.2.0 and FortiOS 6.2.0. Due to changes to the license we can't have a mixed
version environment.

The administrator can define compliance verification rules on EMS based on criteria, such as certificates, the
logged in domain, files present, OS versions, running processes, and registry keys. When a FortiClient
endpoint registers on EMS, EMS dynamically groups the endpoint based on the compliance verification rules.
FortiOS can receive the dynamic endpoint groups from EMS and use them to create dynamic firewall policies.
The endpoint may be unable to access the network based on the compliance verification rules.
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Feature Support

WINDOWS MAC OSX ANDROID 05 CHROMEBOOK LINUX LINUXVPN Client

ry Fabric C
Endpoint Telemetry

v 4 v v
v v

<

Compliance Enforcement using Dynamic Access Control

Endpoint Audit and Remediation with Vulnerability Scanning

44 44
4444
<

Automated Endpoint Quarantine

Host Security and VPN Components
Antrarus

Cloud-based Threat Detection
Anti-Exploit

Sandbox Detection (on-prem)

<
<

Sandbox Cloud Detection
Web Filtering

Application Firewall

IPsec VPN

351 VPN

Others

kY By Y RY

O 4 A 4

<
<
<4
<

Remote Logging and Reporting <
Windows AD SSO Agent +
USB Device Control vy « +

<

PLUS - Add Sandbox Cloud Subscription for Proactive Advanced Threat Detection

FiERTINET

FortiClient 6.2.0 supports a number of features, such as VPNs, antivirus, web filtering, and more. When
FortiClient is registered with FortiGate or FortiClient EMS, it enhances comprehensive security, helping you to
safeguard your systems with advanced security technologies, which are all managed from a single
management console with easy provisioning, monitoring, and auditing.

You can also customize the FortiClient installation and use VPN auto-connect to ensure that FortiClient

creates a VPN connection to the FortiGate when it is considered to be off-net. FortiClient also supports
configuration provisioning for iOS (.mobileconfig files) in addition to FortiClient configuration provisioning.
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FortiClient Ports

|- PO rtS FortiAnalzyer
[ @ Send logs to FortiAnalyzer - TCP/514

FortiAuthenticator
[ 1550 Mobility Agent, F550 - TCP/8001

FortiClient EMS FortiClient for Chromebook
=n | Endpaint management - TCP/8013

Upload logs and diagnostics to EMS server - TCP/B0N4 FortiAnalzyer
————— [ Send logs to Fortifnalyzer - TCP/8443
FortiGate :@
Remote IPsec VPN access - u:wmz 500, ESP (1P 50), NAT-T 4500 —
l I I Remate S5L VPN access - TCP/d4.

andlm EMS
_/ 550 Mobdlity Agent, F550 - TCP, ;
Compliance and Security Fabric - rc»,.'sma FortiClient 1 | Connect to EMS Chromebook
FortiGuard foe Chrametioak Q| profile server - TCP/B443
1w,

o AV/VUL signature updates, CBBS, doud service applications - TCP/80
FortiClient \rmu; submission (SMTP/FortiGuard) - TCP/25 FortiGuard
| URL rating - UDP/BS88 URL rating - TCP/dd3, TCR/3400
FortiManager

| FortiClient software and signature updates - TCP/80
Send logs to FortiManager - TCP/514

FurtlSandbox
.| File analysis - TCP/514

Syslog server
o 5end logs to syslog server - UDP/514

F:RTINET Fortinet Inc. All Rights Reserved 43

You use FortiClient ports to communicate with other Fortinet products.

Note that Chromebook port TCP 3400 for URL rating is only used with EMS.
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Lesson Progress

f;/ )What is FortiClient?
S
() FortiClient Features
=1

(\ ) FortiClient Installation
.

(" )FortiClient Settings
\.\?_ ;

—

-

[/ )Understand and Configure FortiClient XML
—~
k/‘] FortiClient EMS Introduction

Good job! You now know FortiClient features.

Now, you will learn about FortiClient installation options.
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FortiClient Installation

Objectives
* Identify FortiClient installation files and tools

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying and understanding FortiClient installation options, tools, and
features, you will be able to select the appropriate options and tools to install FortiClient in your network.
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FortiClient Firmware Images and Tools

* Windows

* FortiClientSSOSetup 6.2.0.xxxX.zip FSSO-only installer (32-bit).
* FortiClientsSOSetup 6.2.0.xxxx x64.zip FSSO-onlyinstaller (64-bit)
« FortiClientTools_6.2.X.XXXX.zip for Windows contains:

= FortiClientVirusCleaner

= SupportUtils

+ VPNAutomation

* SSLVPNcmdline

« Mac OS

* FortiClientTools 6.2.X.XX macosx.tar for Mac OS contains:
* Onlinelnstaller
= RemoveFCTID

* Linux
» forticlient_6.2.x.xxxx_amd64.deb
» forticlient_6.2.0.xxxx_x86_64.rpm
+ forticlient_server_6.2.0.xxxx_amd64.deb
+ forticlient_server_6.2.0.xxxx_x86_64.rpm
Fi:RTINET

The files mentioned are available in the firmware image file folder on the Fortinet Support Portal.

The FortiClient tools package contains various tools you can use to customize your FortiClient installation.
The FortiClientVirusCleaner tool was developed to identify and cleanse systems of viruses.

SupportUtils folder contains various tools:
+ RemoveFCTID.exe: A tool to remove the unique identifier

+ FCRemove.exe: A cleanup tool for use only if the Add/Remove Programs applet fails to remove

FortiClient
+ ReinstallNIC.exe: A tool for use on Windows 7 if DHCP address allocation is slow

+ FortiClient_Diagnostic_Tool.exe: A tool to gather information, such as the FortiClient connection to
FortiGuard Distribution Server (FDS), general system information, and installed feature information, all of

which can be useful for troubleshooting

VPNAutomation includes FCCOMIntDLL. t1b, which is a type of library needed for building applications that
use the FortiClient IPsec VPN COM interface, and SSLVPNcmdline includes FortiSSLVPNClient.exe,

which is a command line tool for controlling SSL-VPN tunnels.

The Mac OS X FortiClient tools file contains an online installer which downloads and installs the latest
FortiClient file from the public FDS, and RemoveFCTID.exe to remove the unique identifier.

For files in the Linux folder, refer to this slide.
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Installation Packages

« MSI and .exe files are available on EMS when administrator creates a deployment
package

« Administrator provides a download link or files
« FortiClient_6.2.X_x64.exe
« FortiClient_6.2.X_x86.exe
« FortiClientSetup_6.2. X.XXXX.zip—FortiClient. msi and language transforms for Microsoft Windows
(32-bit)
+ FortiClientSetup_6.2. X. XXXX_x64 .zip—FortiClient. msi and language transforms for Microsoft
Windows (64-bit)
+ MSI package can be deployed using Microsoft Active Directory (AD) server or
Microsoft SCCM 2012

+ FortiClient_6.2.X.dmg for Mac OS

FiZ:ATINET

In 6.2.0, The FortiClient (Windows) installer is available on EMS. You can configure and select installed
features and options on EMS. The administrator configures a FortiClient deployment package in EMS that
includes an .exe and MSI file. The administrator specifies which modules to install in the deployment package.
The EMS administrator will provide a download link to the FortiClient installation files.

MSI installers are supported in Microsoft Windows environments only.

FortiClientSetup 6.2.X.zip: A zip package containing FortiClient.msi and language transforms for 32-
bit Windows. Some properties of the MSI package can be customized with a custom installer.

FortiClientSetup 6.2.X x64.zip: A Zzip package containing FortiClient.msi and language transforms
for 64-bit Windows. Some properties of the MSI package can be customized with a custom installer.

The MSI installer in the .zip file package is customizable for a larger rollout to many computers in an
organization.
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« Security Fabric Agent

Secunty Fabric Agent

Secure Access Architecture Components

Advanced Persistent Threat (APT) Components

Additional Security Features

FortiClient Setup and Modules

* When administrator creates a FortiClient deployment package in EMS, they choose
which setup type and modules to install

« Secure Access Architecture Components
« Advanced Persistent Threat (APT) Components
« Additional Security Features

Setuptype Impacton FortiClient

Enabled by default and installs components to support
the Security Fabric available with FortiGate, including
FortiClient Telemetry, vulnerability scanning, and
vulnerability remediation.

Optional. Supports SSL and IPsec VPN access.

Optional. Supports FortiSandbox and quarantine
features.

Optional. Supports AntiVirus, Web Filtering,
Application Firewall, S50 mobility agent, and cloud-
based malware outbreak detection

The admimistrator may select one, more, or all secunty
features

Displays the following tabs:
Fabric Telemetry
Vulnerability Scan

Displays the Remote Access tab.

Enables the Sandbox Detection tab to connect to
FortiSandbox

Displays the following tabs when all

secunity featuras are selected:

+ Malware Protection

« Web Filter

» Application Firewall

When Single Sign On is selected, FortiClient supports

the S50 feature. When a sacurity faature is not
selected, the tab is hidden from view in FortiClient.

FiZ:ATINET Fortinet Inc. All Rights Reserve 54

When the administrator creates a FortiClient deployment package in EMS, they choose which setup type and
modules to install:

» Security Fabric Agent

» Secure Access Architecture Components

» Advanced Persistent Threat (APT) Components

+ Additional Security Features

The impact of the options are shown on this slide. The administrator can use an EMS profile to disable
installed components on FortiClient but cannot use an EMS profile to enable uninstalled components on
FortiClient.

For example, if the administrator creates the EMS installer with APT components selected, the Sandbox
Detection tab is enabled on FortiClient. The administrator can use an EMS profile to disable Sandbox
Detection. However, if the installer did not include APT components, the Sandbox Detection tab is disabled
on FortiClient and the administrator cannot use an EMS profile to enable Sandbox Detection.
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FortiClient Installation

* Installing FortiClient on infected systems
= FortiClient installer always runs a quick AV scan on the target host system
« If the system is clean, installation proceeds as usual
« Viruses found during installation are quarantined before installation continues

* Installing FortiClient as part of cloned disk images:
« Must remove the unique identifier from the FortiClient application using a cloned hard disk image
+ FortiGate will encounter problems if multiple FortiClient applications are deployed with the same

* Run RemoveFCTID.exe

/quiet Installation is in quiet mode and requires no user
; i 3 interaction.
* Installing FortiClient using the CLI :
) SR . /passive Installation is in unattended mode, showing only the
« You can install FortiClient using the CLI progress bar.
= |nstallation Options available are shown in the /nersstazt Does not restart the machine after installation is
complete
table /promptrestart Prompts you to restart the machine if necessary.
/forcerestart Always restarts the machine after installation
/uninstall Uninstalls FortiChent
/log"<LogFile>" (Creates a log file with the specified name.
FiZ:ATINET

The FortiClient installer always runs a quick AV scan on the target host system before proceeding with the
complete installation. If the system is clean, installation proceeds as normal. Any virus found during this step
is quarantined before installation continues. In case a virus on an infected system prevents you from
downloading the new FortiClient package, use the following process:

1. Boot into “safe mode with networking”. This is required for the FortiClient installer to download the latest
signature packages from the Fortinet Distribution Network.

2. Run the FortiClient installer.

This scans the entire file system. If a virus is found, it is quarantined. When complete, reboot into normal

mode and run the FortiClient installer to complete the installation (because Windows does not allow

FortiClient installation to complete in safe mode).

If you configure computers using a cloned hard disk image, you must remove the unique identifier from the

FortiClient application. You will encounter problems with the FortiGate if you deploy multiple FortiClient

applications with the same identifier. You must use the following steps:

1. Install the FortiClient application.

2. Right-click the FortiClient icon in the system tray, and select Shutdown FortiClient.

3. From the folder where you expanded the FortiClientTools.zip file, run RemoveFCTID.exe. The
RemoveFCTID tool requires administrative rights. Do not include the RemoveFCTID tool as part of a
logon script.

4. Shut down the computer. Do not reboot the Windows operating system on the computer before you create
the hard disk image. The FortiClient identifier is created before you log in.

5. Create the hard disk image and deploy it, as needed.

You can also install FortiClient using the CLI. The table in this slide summarizes the installation options

available when using the CLI. FortiClientSetup 6.2.0.1131 x64.exe /quiet /log"Log"“ installs
FortiClient 6.2.0 build 1131 in quiet mode, creating a log file with the name "Log" .
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FortiClient Installation (Contd)

* You can deploy FortiClient using Microsoft AD servers
« Require MSI and MST packages available in EMS server

* GPO is used for both deployment and uninstall process, general steps to deploy:
« Create a distribution point
» Create a shared network folder and set permissions to allow access to distribution package
* Copy FortiClient MSI installer package
« Copy FortiClient MST package
+ Create a Group Policy Object
+ Select groups you would like to install FortiClient
= Assign the package
» Assign package by selecting the path of your distribution point and FortiClient installer file
« FortiClient will be installed on next client computer reboot

+ Manual uninstallation requires administrator to disconnect FortiClient from EMS
« Upgrade:

« EMS administrator controls the upgrade process on Windows OS endpoints

+ Endpoint user can postpone the reboot for 24 hours

FiZ:ATINET

You can deploy FortiClient installation using Microsoft AD servers. On your domain controller, create a
distribution point and a shared network folder to distribute the FortiClient MSI installer file available from EMS.
Set file permissions on the shared folder to allow access to the distribution package. Now copy the FortiClient
MSI installer and MST package into this shared folder.

In your domain, add a new organizational unit (OU) and move all the computers you want to distribute the
FortiClient software to, into the newly-created OU. Create a group policy object (GPO), and then create the
FortiClient installer package. Force a GPO update. The software is installed on the next reboot of the client
computer. You can also wait for the client computer to poll the domain controller for GPO changes and install
the software then.

To uninstall FortiClient, you can either use a GPO or manual process. For manual uninstall, disconnect
FortiClient from EMS. The endpoint is no longer managed by EMS. Click Unlock to unlock the configuration
and then shut down FortiClient. Once FortiClient is shut down, uninstall FortiClient using the Windows
Add/Remove Programs application.

An administrator will control FortiClient upgrades for you. When an administrator deploys a FortiClient
upgrade from EMS to endpoints running a Windows operating system, an Upgrade Schedule dialog displays
in advance on the endpoint to let endpoint users schedule the upgrade and mandatory endpoint reboot. If
FortiClient is not installed on the endpoint, a reboot is not required for the installation, and the Upgrade
Schedule dialog is not displayed. The endpoint user can postpone the reboot for a maximum of 24 hours.
Before the mandatory reboot occurs, a FortiClient dialog displays with a 15 minute warning.
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VPN-Only Installation

* There is a VPN-only client available

* Download FortiClient VPN installation files
« Fortinet Customer Service & Support: hitps://support.fortinet.com
+ FortiClient homepage: www.forticlient.com
* You always get the latest release

@ FortiClient VPN

Lisgraie 13

Upgrade i the hll veesion b ancess sdition Teatures and mceive techicl wopor.

@ FortiClient VPN

FiERTINET

FortiClient 6.2.1 offers a free VPN-only version that you can use for VPN-only connectivity to FortiGate. You
can download the VPN-only application from FortiClient.com only. You cannot use the VPN-only client with
the FortiClient Single Sign-On Mobility Agent (SSOMA). To use VPN and SSOMA together, you must
purchase an EMS license.

On the Fortinet Support website:

+ The Windows FortiClient Tools folder includes FortiClientVPNOnlineInstaller 6.2.exe,
FortiClientInstaller.exe, and FortiClientVPNInstaller.exe.

+ The Mac FortiClient Tools folder includes FortiClientVPNOnlineInstaller 6.2.dmg, and
FortiClient 6.2.X.XXX Installer.dmg.

If FortiClient does not register on EMS or obtain a valid Fabric Agent license during the three-day free VPN
access, the Remote Access feature becomes unavailable. At this point, the endpoint must be able to reach
EMS without a VPN connection to connect to EMS. Upon successfully receiving a license from EMS, EMS
enables all FortiClient features configured on the assigned endpoint profile.
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Good job! You now know how to install FortiClient.

Now, you will learn about FortiClient general settings.
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FortiClient Settings

Objectives
« ldentify FortiClient settings

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding FortiClient settings, you will be able to use them effectively
when setting up FortiClient.
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Settings

* Allows you to configure:
« System
« Logging
« VPN options
» Advanced

FiERTINET

The additional settings tab on FortiClient allows you to configure system, logging, VPN options, and advanced
settings.

You will explore these options in detail in this lesson.
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Settings—System

+ Allows you to configure
« System
+ Backup or restore options
+ Software update options

Settings > System

= System

Backup or restore full configuration m
Software update tomatically download and install updates
=fhlert

when updates are available

7zml version="1.0" encoding="UTF-8" ?

Sample partial backup
Settings > System J

— System

e P ow B
i 5kl

FiERTINET

There are additional settings available in the FortiClient system settings, which include:
Backup: You can back up the FortiClient configuration.
Restore: You can restore the FortiClient configuration.

Note that the FortiClient configuration file is an XML format configuration file. When performing a backup, you

can select the file destination and save the file in an unencrypted (.conf) or encrypted format (.sconf). You can
include or exclude comments in the XML configuration file.
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Settings—Logging, VPN

* Allows you to configure: Settings > Logging
-2 Logging = Logging
« Enable 1ogging for features Enable logging for these features: VPN Telemetry
. Sp&cify |Qg level Antivirus Web Security

Update Vulnerability Scan

* Export and clear logs
= VPN options Log Level

= Enable VPN before logon Log il

* Preferred DTLS Tunnel

Sandboxing

Settings > VPN Options

= VPN Options
Enable VPN before logon
Preferred DTLS Tunnel

FiZ:ATINET

The Logging menu allows you to enable and disable logging for features (VPN, antivirus, web security, and
update), specify log level, export logs, and clear logs. By default, logging for VPN, antivirus, web security,
telemetry, vulnerability scan, sandboxing, and update are enabled. The default log level is Information.
The VPN Options drop-down list makes the Enable VPN before logon option available. On the Microsoft
Windows side, in the User Accounts settings, the User must enter a user name and password to use this
computer option.

You can also prefer DTLS over TLS by selecting Preferred DTLS Tunnel.

Note that the DTLS over TLS setting is only available for Windows endpoints.
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Settings—Advanced

+ Allows you to configure:
+ Default tab
+ Advanced

« Enable Single Sign-On mobility agent
+ Agentrequires FortiAuthenticator
- Disable proxy (troubleshooting only)

Settings > Advanced

= Advanced
Default tab Compliance & Telemetry v
Enable Single Sign-On mobility agent
Server address 10.0.1.41
Port 8001
FortiAuthenticator IP

Pre-shared key  |essesssnnen

T i "
| Disable proxy (troubleshooting only)

FiZ:ATINET

The Advanced menu allows you to enable:

+ Default tab: You can select the default tab to display on FortiClient while on the launch console.
+ Enable Single Sign-On mobility agent: Allows you to configure a single sign-on (SSO) mobility agent for
FortiAuthenticator. You must apply a FortiClient SSO mobility agent license on your FortiAuthenticator
device. The default port is set to 8001. The FortiAuthenticator listens on a configurable TCP port.
FortiClient connects to FortiAuthenticator using TLS/SSL with two-way certificate authentication. The
FortiClient sends a logon packet to FortiAuthenticator, which replies with an acknowledgement packet.
FortiClient to FortiAuthenticator communication requires the following:

The IP address should be unique in the entire network.

FortiAuthenticator should be accessible from clients in all locations.
3. FortiAuthenticator should be accessible by all FortiGate devices.

N =

Note that the FortiClient SSO mobility agent requires a FortiAuthenticator running v2.0.0 or later, or v3.0.0 or
later.

FortiClient 6.2 Study Guide 67



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

F::RATINET @ Fortinet Inc. All Rights Reserved, 85

FortiClient 6.2 Study Guide 68



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

CODRDTINET
I\ T

INL_ 1

Lesson Progress

i/ )What is FortiClient?

Y

() FortiClient Features
s §

(\{ ) FortiClient Installation

() FortiClient Settings

- g

( )Understand and Configure FortiClient XML

\

\?_

k/j FortiClient EMS Introduction

Good job! You now know FortiClient settings.

Now, you will learn how to configure FortiClient XML.
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Understand and Configure FortiClient XML

Objectives
» Configure Windows, MacOS, and Linux endpoints

» Configure Google domains

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring FortiClient XML, you will be able to configure FortiClient XML
settings.
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FortiClient XML Configuration

+ Extensible Markup Language (XML)
= Set of rules in a format for encoding documents
+ Both human-readable and machine-readable

* Import and export FortiClient configurations through an XML file

* File extensions

+ .conf
. sconf Password is required

+ Configuration file generated from:
« FortiClient: File > Settings > System
+ FCConfig.exe: Command line program installed with FortiClient

FiZ:ATINET

XML is a markup language that defines a set of rules for encoding documents in a format that is both human-
readable and machine-readable.

FortiClient supports the importation and exportation of its configuration in an XML file, and supports two file
types, which are:

» .conf: A plain-text configuration file.
+ .sconf: A secure (encrypted) configuration file, which requires a password.

You can generate and back up a configuration file (which is an XML file) on the Settings page of the
FortiClient dashboard, or by using the command-line program FCConfig.exe, which is installed with
FortiClient.
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XML Configuration—File Section

« The XML configuration file contains:
« Metadata
« System settings
« Endpointcontrol
+ VPN
+ Certificates
+ Antivirus
« Single sign-on mobility agent
« Web filtering
= Application firewall
+ Vulnerability scan

* Boolean values
+ 0 means false (feature is disabled)
« 1 means true (feature is enabled)

FiZ:ATINET

For the purpose of understanding the FortiClient XML configuration, the major section elements of the XML
configuration are as follows:

+ Metadata: Facilitates the discovery of relevant information and is the basic data controlling the entire

configuration file.
+ System settings: General settings that are not specific to any of the modules listed below (or affect more

than one module)

+ Endpoint control: Includes settings related to controlling endpoints, such as enable enforcement, off-net
update, skip confirmation, disable unregister, silent registration, and so on.

* VPN: Includes settings related to global options that apply to both SSL VPN and IPsec VPN, and settings
related to SSL VPN and IPsec VPN individually.

You can also configure XML for settings related to certificates, antivirus, single sign-on mobility agent, web
filtering, application firewall, and vulnerability scan.

The XML configuration is controlled by two boolean values (usually denoted as true and false) that enable or
disable a configuration setting—0 means false (feature is disabled), and 1 means true (feature is enabled).

Also in this lesson, you will learn how to enable and disable specific configuration settings.
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XML Configuration—Metadata

+ Configuration file is contained inside an XML tag
* <forticlient configuration>

+ Standard XML start tag, which includes an XML version number and encoding
« <?xml version="1.0" encoding="utf-8"2>

« Empty configuration will look like the following example:

<?xml version="1.8" encoding="UTF-8" ?> | Sﬁf;:;‘:::g:m
<forticlient_configuration> | - e
</forticlient_configuration> | EndofFarh(;lrani
configuration
FortiClient version
+ Sample metadata
[k?xml version="1.8" encoding="UTF-8" 7> _‘ Date of configuration
(<forticlient_configuration> ganerated

<forticlient_version{B.8. x xxxk/forticlient somsellils
<version»6.@.x</versions
<exported_by_version:6.8.x.xxx</exported_by_version:

0-> Config will be replaced
<date>“_19ixx!¥ K /date>
<partial_configuration{8k/ partial CoiT 10t aLiuiis ‘ 1->Config will be added

<os_version{Windowsk/os—varsions

OS version — Windows
or Mac OS X

FiERTINET

All of the XML tags and data in a configuration file are contained inside the XML tag
<forticlient configuration>. The firstline of the configuration starts with a standard XML start tag
<?xml version="1.0" encoding="utf-8”?>, which includes the XML version and encoding.

The XML configuration has elements (or nested child elements) that begin with a start tag and end with a
matching end tag. An empty FortiClient configuration would look like what is shown on this slide.

If you export the configuration from FortiClient, it will include the FortiClient version, date of generation, and
OS version (Windows or Mac OS X) from where the configuration was generated—either FortiGate or
FortiClient EMS.

<partial configuration> is a line of metadata that controls whether the configuration will be replaced

or added in an import or restore. The value 0 will replace the configuration, and the value 1 will append the
configuration to the existing configuration.
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XML Configuration—Endpoint Control

« Endpoint control configuration usually downloaded from FortiGate or EMS

» Divided into two sections:

« Endpoint control general attributes
+ Specific feature configurations

Endpoint control example

<forticlient configuration>

<partial_con figuration>l</partia 1_configuration>

<endpoint_control> Preventing a registered
<enabled>1</enabled> client from unregistering

4. e unregister-l 183l e Unregister
silent registrationri</Silent registrationy Automatic registering
<forrigates>
<fortigate>
<addressed5192.168.1.99:5090k/addresses> Registering to specified
</fortigate> address—FortiGate or EMS

</forcigaces>
</endpoint_control>

</forticl ient_configuration>

FiZ:ATINET

The endpoint control configuration element controls settings related to controlling endpoints, such as disable
unregister, silent registration, enable enforcement, off-net update, skip confirmation, which features to display
on the FortiClient console, and so on.

You usually download the endpoint control configurations from the FortiGate or EMS, or you can build it using
the XML Reference Guide available at http://docs.fortinet.com in the FortiClient XML configuration
section.

The endpoint control configurations are divided into two parts:

1. Endpoint control general attributes: These are contained in the <endpoint_control> XML tags.

2. Configuration details relating to specific FortiClient services, such as antivirus, web filtering, application
firewall, vulnerability scanner, and so on. They are found in their respective configuration elements
contained inside their XML tags. For example, the antivirus configuration is contained in the <antivirus>
XML tags.

In the example shown on this slide, silent registration, allows you to automatically register on
FortiGate or FortiClient EMS without prompting the user to accept the registration. Silent registration is
intended to be used with disable unregister, which prevents a registered client from being able to

unregister after successfully registering on a FortiGate or FortiClient EMS server.

The addresses XML setting defines that FortiClient will attempt to register on the first FortiGate or EMS
listed here. You can add multiple IPs delimited with a semicolon.
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XML Design Considerations

+ FortiClient configuration file is user-editable
« Uses XML format for easy parsing and validation

’ DeSign considerations Valid segment of configuration file
+ Input validation <
+ Handling of password fields
« Segment of configuration file
+ Client certificate iy

coding="REE—8

ng>
ad_enabled>1</1o
r>10.0.1

enabled>

ad_serve upload server>|

Invalid segment of configuration file

0" encoding="urf-873>

Does not follow syntax and hierarchy

level —t3 </remote 1

Missing <system> syntax and hierarchy i atoudh ke
level

FiZ:ATINET

The FortiClient configuration file is user-editable and includes all client configurations. When building an XML

configuration, you should adopt the following design considerations:

* Input validation: The import function performs basic validation, and writes to a log when errors or
warnings are found. The default values for omitted configurations are ignored, but for VPN they are defined
in the configuration.

+ Handling of password fields: The password and username fields will be encrypted (prefixed with “Enc”)
when a configuration is exported. However, the import function is able to take either the clear text or
encrypted format.

+ Segment of configuration file: The XML configuration allows you to import the segment (partial
configuration) of a configuration file. However, the segment should follow the syntax and hierarchy defined
in the XML Reference Guide available at http://docs.fortinet.com.

In the example, the invalid segment configuration file is missing the hierarchy and syntax for
<system> level commands and is considered to be an invalid segment.

Client certificate: Client certificates are exported in an encrypted format in the configuration file.

FortiClient 6.2 Study Guide 75



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

F::RATINET @ Fortinet Inc. All Rights Reserved, 73

FortiClient 6.2 Study Guide 76



Introduction to FortiClient and FortiClient EMS

DO NOT REPRINT

CODRDTINET
I\ T

INL_ 1

Lesson Progress

i/ )What is FortiClient?

Y

() FortiClient Features
s §

(\{ ) FortiClient Installation

() FortiClient Settings

- g

(\/(} Understand and Configure FortiClient XML

-

k/j FortiClient EMS Introduction

Good job! You now know how to configure FortiClient XML.

Now, you will learn about FortiClient EMS.
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FortiClient EMS Introduction

Objectives
* Understand the purpose of FortiClient EMS
» |dentify FortiClient EMS components

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the components and management functions of FortiClient
EMS, you will be able to understand the purpose of FortiClient EMS.
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FortiClient EMS

« FortiClient EMS is a security management solution that enables:
= Scalable and centralized management of multiple endpoints (computers)
« Efficient and effective administration of endpoints running FortiClient

* Provides visibility across the network to securely share information and assign
security profiles to endpoints

+ Works with the FortiClient Web Filter extension to provide web filtering for Google
Chromebook users

* Designed to meet the needs of small to large enterprises that deploy FortiClient on
endpoints and/or provide web filtering for Google Chromebook users

FiZ:ATINET

FortiClient EMS is a security management solution that enables scalable and centralized management of
multiple endpoints (computers). It also provides efficient and effective administration of endpoints running
FortiClient, and visibility across the network to securely share information and assign security profiles to
endpoints. It is designed to maximize operational efficiency and includes automated capabilities for device
management and troubleshooting.

FortiClient EMS also works with the FortiClient Web Filter extension to provide web filtering for Google
Chromebook users.

The benefits of deploying FortiClient EMS include:

You can manage endpoint security for Windows and macOS platforms using a unified organizational security
policy. An organizational security policy provides a full, understandable view of the security policies defined in
the organization. You can see all policy rules, assignments, and exceptions in a single unified view. FortiClient

Remotely deploying FortiClient software to Windows computers

Updating profiles for endpoint users regardless of access location

Administering FortiClient endpoint connections, such as accepting, disconnecting, and blocking
connections

Managing and monitoring endpoints, such as status, system, and signature information

Identifying outdated versions of FortiClient software

Defining web filtering rules in a profile and remotely deploying the profile to the FortiClient Web Filter
extension on Google Chromebook endpoints

EMS is part of the Fortinet Endpoint Security Management suite, which ensures comprehensive policy
administration and enforcement for an enterprise network.
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FortiClient EMS—Components

+ FortiClient EMS provides the infrastructure to install and manage FortiClient
software on endpoints

+ FortiClient protects endpoints from viruses, threats, and risks

+ FortiClient EMS components are:
» FortiClient EMS

« Database F : @ |
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The following components make up FortiClient EMS:

+ FortiClient EMS: Manages FortiClient on endpoints that connect to your network. It also manages the
FortiClient Web Filter extension installed on Google Chromebook endpoints, which are connected to your
Google domain. It includes two types of software:

+ Console software that manages security profiles, FortiClient on endpoints, and Chromebook endpoints

» Server software that provides secure communication between endpoints and the console and between
Chromebook endpoints and the Google Admin console

+ Database: Stores security profiles and events. Also stores user information retrieved from the Google
Admin console for Chromebooks. The SQL database is installed as part of the FortiClient EMS installation

+ FortiClient: Helps enforce security and protection on endpoints. It runs on servers, desktops, and portable
computers you want to secure

» FortiClient Web Filter extension: Communicates with FortiClient EMS and enforces web filtering on
Google Chromebook endpoints

In the next lesson, we will discuss the FortiClient EMS in more detail, and explore all the features and options.
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Lesson Progress

i/ )What is FortiClient?

Y

() FortiClient Features
s §

(\{ ) FortiClient Installation

() FortiClient Settings

- g

If_:/} Understand and Configure FortiClient XML

o
() FortiClient EMS Introduction
j\-._l

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Know when and why endpoint security is needed
Understand FortiClient

Identify endpoint security features

Identify FortiClient key features

Identify FortiClient installation files and tools
Identify FortiClient settings

Understand FortiClient XML settings

Configure FortiClient XML settings

Understand the purpose of FortiClient EMS
Identify FortiClient EMS components

B, < . A QS

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use FortiClient features and options to
install and use FortiClient to secure endpoints in your network.
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FortiClient Enterprise Management System (EMS)

FortiClient EMS 6.2

© Copyright Fortinet inc. Al rights reserved Last Modified: 17 December 2019

In this lesson, you will learn how to install, configure, and administer FortiClient EMS. You will also learn how
to manage a large number of endpoints.
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Lesson Overview

(" FortiClient EMS Access

)Installation and Licensing

)System Settings

( ) Chromebook-Only Setup

) Endpoint Management
)Quarantlne Management

)Software Inventory

In this lesson, you will learn about the topics shown on this slide.
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FortiClient EMS Access

Objectives
* Access FortiClient EMS
» Understand FortiClient administration and database management

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding the management functions of FortiClient EMS, you will be

able to understand the FortiClient EMS administration and database management, and identify its
components.
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Endpoint Network Security

+ Access using a web browser
* From EMS server: https://localhost

From EMS server

* Access FortiClient EMS by launching the application

+ Remotely using server’s hostname — https://<server name>

Remotely using
server's name

= €5 c @

c @

| D & ht Imhcall

=2 FortiClient Enterprise Management Server

ama

Dashboand

@ Dashboard

Welcome to . :
L0 Endpoints Endpoints
4 Quaranfine Management

” 5 Software inventory
£ Software Inventory

Endpoint Profies

L

[8 Endpoint Profiles

=_¢ FortiClient Enterprise Management Server

Quarantine Management

win-ti9begBkoovOl

Welcome to

L
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There are multiple ways to access FortiClient EMS. You can access FortiClientEMS by launching the

FortiClient EMS application or by using a supported web browser.

On the EMS server, type access

localhost via https inthe web browser, and, if accessing remotely, use the server’'s hostname or

FQDN to access the page over the web.

Tip: You can get the server name by running the command ipconfig /all on the server. The host name
will appear in the Windows IP configuration. If you are unable to access the server remotely, make sure you
are able to ping servername, which you can do by adding it to the DNS entry or Windows host file. You

may have to modify the firewall rules to allow the connection.
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FortiClient EMS—Administration

+ Default user account is admin
« |t has complete access to all FortiClient EMS permissions, including modification, user
permissions, approval, discovery, and deployment

« The admin user has access to all configured Windows and LDAP servers and users, and has the
authority to configure user privileges and permissions

« By default, the admin user account has no password; you should add a password to increase
security

* You can view the default admin account and all users added to FortiClient EMS on

Administration > Administrators

Type Budtin

Trusted hosts

Last login or activation 2010.00-25 12°55

FiERTINET

The default user named admin has complete access to all FortiClient EMS permissions, including
modification, user permissions, approval, discovery, and deployment. The admin user has access to all
configured Windows and LDAP servers and users, and has the authority to configure user privileges and
permissions. If you are not authorized for certain tasks or devices, the related menu items, items in content
pages, and buttons are hidden or disabled. In addition, a message informs you that you do not have
permission to view the selected information or perform the selected operation.

By default, the admin user account has no password; you should add a password to increase security.
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FortiClient EMS—Administration (Contd)

* You can configure Windows and LDAP user accounts

* The Windows users list is derived from the host server on which FortiClient EMS is
installed

* The LDAP users list is derived from those in the AD domain imported into EMS
* You can use admin roles to define permissions for administrator accounts

* You can use four default roles or create a new role ' Administration > Admin Roles > +Add
« Super administrator Admin Role
« Standard administrator :
« Endpointadministrator
« Restricted administrator

Administration > Admin Roles

FiZ:ATINET

You can configure Windows and LDAP admin user accounts. The Windows users list is derived from the host
server on which FortiClient EMS is installed. The LDAP users list is derived from those in the AD domain
imported into EMS.

You can use admin roles to define the permissions each administrator account has in FortiClient EMS. You
can use one of the four default admin roles in FortiClient EMS (super administrator, standard administrator,
endpoint administrator, restricted administrator) or create a new admin role to assign to an administrator
account.

Super administrator: This role is the most privileged admin role. This role has complete access to all
FortiClient EMS permissions, including modification, user permissions, approval, discovery, and deployment.
This is the only built-in role that has access to the Administration section of the GUI. This role has access to
all configured Windows and LDAP servers and users, and has the authority to configure user privileges and
permissions. The default admin account is configured as a super administrator and cannot be changed to
another admin role.

Standard administrator: This role includes all endpoint and policy permissions, and read-only permissions to
settings permissions.

Endpoint administrator: This role includes all endpoint permissions and read-only permissions to policy and
settings permissions.

Restricted administrator: This role has no permissions enabled.

Each admin role can include permissions from three categories: endpoint permissions, policy permissions,

and settings permissions. For admin roles that are not authorized for certain tasks or devices, EMS hides or
disables the related menu items, items in content pages, and buttons.
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FortiClient EMS—Administration (Contd)

« User Server: Administration> User Server

= You can add multiple remote user servers | User Sorver
* Allows you to add users defined in different remote servers | ™
EMS administrators. o
* You can add, edit, delete, and view user server on EMS o = E=

+ User Settings
+ Allows you to configure a user account:
= Inactivity timeout
« Allowed inactive days
+ Password maximum age  Administration> User Settings

User Settings

FiZ:ATINET

You can add multiple remote user servers to EMS. This allows you to add users defined in different remote
servers as EMS administrators. To add a user server, configure the options that are shown in this slide. After
you have added the user server, you can edit, delete and view server details. When you click Administration
> User Server, User Server window, displays a list of configured servers, and its domain name, NetBIOS
name, user count, last sync, sync every, address, distinguished name, and username.

You can also configure user settings on EMS. The Inactivity timeout setting specifies how long to keep
inactive users logged into FortiClient EMS. When the time expires, EMS automatically logs the user out. To
keep inactive users logged into FortiClient EMS indefinitely, type a value of 0.

The Allowed inactive days setting specifies the number of days of inactivity after which to disable a user
account. For example, if this field is set to 10 and a user does not log into FortiClient EMS for ten days, EMS
disables their account so that they cannot log into FortiClient EMS. A user with super administrator
permissions can reactivate their account.

Maximum password age setting specifies the number of days after which the user is forced to change their

password. To disable this setting, type in a value of 0.. This setting only applies to built-in users such as the
admin user and EMS users.
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FortiClient EMS—Database Management
* You can back up and restore the FortiClient EMS database
Administration> Back Up Database Administration > Restore Database
Back Up Database Restore Database
=3
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FortiClient database management allows you to back up and restore the database, as shown in this slide. The
options are available in FortiClient EMS Administration window. A password is required to take a backup,
same password will be used to restore database using the same backup. When the database is restored, a
message appears. The message instructs you to wait for the restored database to reload. You must wait until
it is completely restored.

Note that restore will work only if the database was backed up using the same version number.
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FortiClient EMS—Dashboard

* Shows system, endpoints, configuration, and summary information about
vulnerability scans on endpoints

Dashboard> FortiClient Status Dashboard > Vulnerability Scan

Total

Total

FiERTINET

The FortiClient EMS dashboard provides a centralized summary of your system, endpoints, configuration, and
summary information about vulnerability scans on endpoints.

The FortiClient Status dashboard includes a system Information widget and FortiClient status charts and
widgets .

The Vulnerability Scan dashboard includes:
» Vulnerability scan charts and widgets

» Current vulnerabilities summary

* Endpoint scan status

» Top 10 vulnerable endpoints with high risk vulnerabilities

The dashboard also shows Chromebook status.
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Lesson Progress

%4—'—--.
(¥ ) FortiClient EMS Access
“-\_/&_
()Installation and Licensing
o
( )System Settings
\;__E'_:
() Chromebook-Only Setup
1
()Endpoint Management
=
& \| Quarantine Management
(" ) Software Inventory
P -

Good job! You now know how to access the FortiClientEMS GUI. You also learned about FortiClient EMS
components, FortiClient administration, and database management.

Now, you will learn about system requirements, license types, service ports, and installation options for
FortiClient EMS.
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Installation and Licensing

Objectives

* Understand system requirements

* |[dentify license types

* |[dentify services and ports

* Identify the FortiClient EMS installation file

» Understand installation using a GUI and CLI

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in installing and licensing FortiClient EMS, you will be able to understand

system requirements, and identify license types, services, and ports. You will also know how to use the
FortiClient EMS installation file to install FortiClient EMS using the GUI and CLI.

FortiClient 6.2 Study Guide

95



FortiClient Enterprise Management System (EMS)

DO NOT REPRINT

CODRTINET
TN TITINLC 1

FortiClient EMS—System

+ System requirements:

« The minimum system requirements for FortiClient EMS are as follows:
* Microsoft Windows Server 2008 R2 or later
+ 2.0 GHz 64-bit processor, dual core (or two virtual CPUs)
* 4 GB RAM (8 GB RAM, or more, is recommended)
+ 40 GB free hard disk
* Gigabit (10/100/1000baseT) Ethernet adapter
* Internet access

+ Management capacity:

+ FortiClient EMS is intended for use by enterprises. It has the capacity to manage a large number
of endpoints. Fortinet recommends you have at least 200 GB of disk space available.

FiERTINET

You should read the FortiClient EMS Release Notes to become familiar with the relevant software
components and other important information about the product.

Internet access is required during installation. This becomes optional after installation is complete. FortiClient
EMS accesses the Internet to obtain information about FortiGuard engine and signature updates.

Note that you should install only EMS and the default services for the operating system on the server. You
should not install additional services on the same server as FortiClient EMS.
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FortiClient EMS—Licenses

* Three types of licenses for Windows, macOS, and Linux endpoints
= Fabric Agent with Endpoint Protection and Cloud Sandbox
« Fabric Agent with Endpoint Protection
+ Sandbox Cloud

* Must purchase minimum of 25 endpoint licenses

« Chromebook licenses
+ Chromebook license allows management of one Google Chromebook user

« Component applications
« Common services or applications do not require a license

FiZ:ATINET

There are three types of licenses for Windows, macOS, and Linux endpoints:

1. Fabric Agent with Endpoint Protection and Cloud Sandbox is a full license that offers all FortiClient
features including endpoint protection and Sandbox Cloud. This license includes all features detailed
below for the Fabric Agent with Endpoint Protection and Sandbox Cloud licenses.

2. Fabric Agent with Endpoint Protection license includes support for telemetry and endpoint protection and
management (AV, on-premise FortiSandbox, web filter, application firewall, vulnerability scan, FSSO, and
FortiGate registration).

3. Sandbox Cloud license adds support for FortiSandbox Cloud for Windows endpoints.

Each purchased Fabric Agent license allows management of one FortiClient Windows, macOS, or Linux
endpoint. You must purchase a minimum of 25 endpoint licenses, and you can have these EMS licenses for a
maximum three year term. You can specify the number of endpoints and the term duration at time of
purchase. Note that the Fabric Agent license also applies to iOS and Android endpoints.

A Chromebook license allows management of one Google Chromebook user. You must purchase a minimum
of 25 Google Chromebook user licenses.

FortiClient EMS uses one license seat per logged-in user. If the user logs out, the license seat times out

(default timeout value is 30 days), and the license is released. At this point, another user can use this license
seat.
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* You must enable the required ports and services for use by FortiClient EMS, and its
associated applications, on your server
[ Communication ______Usage __________________|Protocol |Port | incoming/Outgoing _| How o customize _|
FortiClient Telemetry FortiClient endpoint management TCP 8013 (default) Incoming Installer/GUI
Samba (SMB) service FortiClient EMS uses the SMB service during TCP 445 QOutgoing N/A
FortiClient initial deployment.
Distributed Computing The FortiClient EMS server connects to TCP 135 Qutgoing /A
Environment / Remote endpoints using RPC for FortiClient initial
Procedure Calls(DCE/RPC) deployment.
AD server connection Retrieving workstation and user information TCP 389 (LDAP) Outgoing GuI
or 636(LDAPS)
FortiClient download Downloading FortiClient deployment packages TCP 10443 (default) Incoming Installer
created by FortiClient EMS
Apache/HTTPS Web access to FortiClient EMS TCP 443 Incoming Installer
FortiGuard FortiGuard AV, vulnerability, and application TCP 80 Qutgoing N/A
version updates
SMTP server/email Alerts for FortiClient EMS and endpoint events. TCP 25 (default) Outgoing Gul
When an alert is triggered, EMS sends an email
notification.
FortiClient endpoint probing FortiClient EMS uses ICMP for endpoint probing  ICMP N/A QOutgoing N/A
during FortiClient initial deployment.
FSSO Connection to FortiOS. TCP 8000 Incoming /A
FiZ:ATINET 5

The table on this slide shows the required ports and services that are required by FortiClient EMS to
communicate with endpoints and servers running associated applications. You do not need to enable port
8013 and port 10443 on the server because the FortiClient EMS installation opens these.
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FortiClient EMS—Services and Ports (Contd)

» FortiClient EMS services and ports to manage Chromebooks

Communication Usage Protocol | Port Incoming/Outgoing How to
| customize

The following ports and services only apply when using FortiClient EMS to manage Chromebooks:

FortiClient on Connecting to FortiClient EMS TCP 8443 Incoming Gul
Chrome OS (default)
You can
customize
this port.
G suite Retrieving Google domain TCP 443 Outgoing N/A
APlGoogle information using AP| calls
Domain directory
The following ports and senaces should be enabled for use on Chromebooks when using FortiClient for Chromebooks:
FortiClient EMS Connecting to the profile server TCP 8443 Outgoing Via Google
(default) Admin
console
when
adding the
profile
FortiGuard Rating URLs TCP 443, 3400 Outgoing /A
Fortinalyzer Sending logs to FortiAnalyzer TCP 8443 Outgoing N/A
F:ATINET Fartinet Inc. All Rights Resarved 16

The table on this slide shows the required ports and services that are required by FortiClient EMS to
communicate with Chromebook endpoints or Chromebook endpoints to communicate with FortiClient EMS.
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FortiClient EMS—Installation File

* The installation file is available for download from the Fortinet Support website:
* FortiClientEnterpriseManagement 6.2.X.<build> x64.exe

* You can also receive the installation file from a sales representative

+ FortiClient EMS installation package includes: 8 o s s
e Fortlcllent EMS @ t..‘-:ril.““—r.l.l Endpoint Management Server
+ Microsoft SQL Server 2017 Express Edition e T
« Apache HTTP server

O T —r—r e - % | [C—r—

a FortiClient Enterpeise Management Server a’ FortiChent Endpoint Management Server e’ FortiClient Enterprise Management Server

FiERTINET

FortiClient EMS is available for download from the Fortinet Support website. You can also receive the
installation file from a sales representative. The installation file available for FortiClient EMS is shown in this

slide.

Note that local administrator rights and Internet access are required to install FortiClient EMS.
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FortiClient EMS—Installation Using the CLI

* You can install FortiClient EMS using the CLI

+ CLI options are:
« AllowedWebHostnames
» ApacheServerAdminEmail
« BackupDir
« ClientDownloadPort
+ RemoteManagementPort
« InstallFolder
- InstallSQL
« ScriptDB
« ServerHostname
+ SQLAuthType
+ SQLCmdlineOptions="/INSTANCEDIR

FiZ:ATINET

You can install FortiClient EMS using the CLI. The description of some CLI commands are as following:

The AllowedWebHostnames command allows you to configure the host name. The default value is
localhost, 127.0.0.1. To clear this value, first enter A1lowedWebHostnames=*, then enter the desired
AllowedWebHostnames value. Otherwise, the value entered will be appended to 1ocalhost,
127.0.0.1.

In ApacheServerAdminEmail gption, you can configure the Apache server administrator's email

address. By default, this is admin@yourcompany.com. The BackupDir option allows you to enter the
desired backup directory path for the SQL server. Similarly, ClientDownloadPort allows you to enter the

customized HTTP port number and RemoteManagementPort allows you to enter the HTTPS port number.

The default values are 80 (HTTP) and 443.

For details on other CLI commands, refer to the FortiClient EMS Administration Guide.
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Installation Using the CLI (Contd
nstallation Using the (Contd)
. Example ofa customized
« CLI options: CLI installation
+ SQLCmdlineOptions="/INSTANCENAME"
* SQLEncryptConnection
* SQLPort FortiClientEnterpriseManagement 6.2.X_XXXX x
* SQLServer 64.exe
* SQLServerInstance ServerHostname = emshost.ems.com
* SQLService ClientDownloadPort = 1080
* SQLTrustServerCertificate RemoteManagementPort = 22443
« SQLUser AllowedWebHostnames = emshost.ems.com
ApacheServerAdminEmail = example@example.com

* SQLUserPassword
* WindowsUser
* WindowsUserPassword

+ Allows you to enable specific options during installation, such as customizing the
SQL Server Express installation directory, using custom port numbers, and so on

F:ATINET 19

Installation using the CLI allows you to enable specific options during installation, such as customizing the
SQL Server Express installation directory, using custom port numbers, and so on.

Take a look at the example of a customized configuration during CLI installation, on the slide.

FortiClient 6.2 Study Guide 102



FortiClient Enterprise Management System (EMS)

DO NOT REPRINT

CODRTINET
TN TITINLC 1

FortiClient EMS—Uninstalling

* To uninstall, use Programs and Features
= Click Start > Control Panel > Programs > Uninstall a program
« Select FortiClient Enterprise Management Server, and click Uninstall
« Follow the uninstallation wizard prompts

+ FortiClient EMS has dependencies on other applications
+ Browser for SQL Server 2017
« Microsoft ODBC Driver 13 for SQL Server
« Microsoft SQL Server 2012 Native Client
« Microsoft SQL Server 2017 (64-bit)
« Microsoft SQL Server 2017 Setup (English)
+ Microsoft SQL Server 2017 T-SQL Language Service
» Microsoft Visual C++ 2017 Redistributable (x64) - 14.11.25325.0
« Microsoft Visual C++ 2017 Redistributable (x86) - 14.11.25325.0
» Microsoft VSS Writer for SQL Server 2017

FiERTINET

FortiClient EMS can be uninstalled using Windows Add or Remove Program. FortiClient EMS installs the
dependencies. If other applications on the same computer are not using them, you can uninstall them
manually, after removing FortiClient EMS. The list of dependencies are shown on this slide.
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Lesson Progress
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(¥ ) FortiClient EMS Access

() Installation and Licensing
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()System Settings
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() Chromebook-Only Setup
1
()Endpoint Management
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(" ) Software Inventory
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Good job! You now understand the system requirements to install FortiClient EMS. You also learned about
license types, services, the FortiClient EMS installation file, as well as how to install FortiClient EMS using the
GUIl and CLI.

Now, you will learn about the FortiClient EMS system settings.
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System Settings

Objectives

* Discuss FortiClient EMS settings
» Configure server settings

» Configure logs settings

» Configure banners and alerts

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in FortiClient EMS system settings, you will be able to configure the server,

logs, FortiGuard, endpoints, login banner, EMS alerts, endpoint alerts, SMTP server, and custom messages
settings.
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System Settings—Server

* You can change the default IP address and port, and configure other server settings

for FortiClient EMS
System Settings > Server> Shared Settings

ared Settings

« Shared Settings:
+ Shared between EMS managing Windows, MacOS,| " Ta 1 6

Linux endpoints, and Chromebook endpoints ]
+ Shared settings include:
* Hostname 8
Listen on IP
Use FQDN '

Remote HTTPS access
SSL certificate

FiZ:ATINET

The FortiClient EMS Shared Settings option is shared between Windows, MacOS, Linux, and Chromebook
endpoints. You can configure EMS hostname, IP address and FQDN. When you enable the Use FQDN
option, FortiClient can connect using either the specified IP address in the Listen on IP Addresses field, or
the specified FQDN.

The Remote HTTPS access option specifies settings for remote administration access to FortiClient EMS.

You can enable or disable remote HTTPS access to FortiClient EMS. The following options are available

when you select Remote HTTPS access:

» HTTPS port displays the HTTPS port configured on EMS. You can change to a new port. The default port
is 443.

* Pre-defined hostname displays the NetBIOS name of the server at the installation that can not be
changed .

+ Custom hostname displays the host name of the server on which FortiClient EMS is installed. You can
customize the host name. When you change the host name, the web server restarts.

+ If you select Redirect HTTP request to HTTPS, and attempt to remotely access EMS using URL, this
URL will automatically redirect to https.

The SSL certificate option displays the SSL certificate currently imported. If you have already uploaded an
SSL certificate, the page displays the Replace button.
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System Settings—Server (Contd)

+ EMS Settings:

* These settings are used by FortiClient EMS managing Windows, MacOS, and Linux endpoints
+ Listen on port
DHCP onet/offnet System Settings > Server> EMS Settings
Enable TLS 1.0/1.1 rep—
FortiClient download URL
Sign software packages

+ EMS for Chromebooks Settings: e _
« These settings are used by FortiClient EMS managing B o ot 104 e
Chromebook endpoints o
+ Listen on port
User inactivity timeout
Profile update interval
SSL certificate
Service account - i 3

FiZ:ATINET

On the EMS Settings window, you can configure Listen on port setting by typing a new port number in the
field. FortiClient will connect using the specified port. By default, it displays port 8013 for the FortiClient EMS
server. Selecting DHCP onnet/offnet option, enables monitoring of endpoints within the company network
(on-net). Endpoints that are connected to FortiClient EMS from outside the company network are off-net
endpoints.

You can also enable or disable TLS 1.0 or 1.1 for file downloads. Windows 7 uses old TLS versions.

In the FortiClient download URL field you can see the URL on which FortiClient installers created on
FortiClient EMS will be made available for download.

The Sign software packages option allows you to digitally signed Windows FortiClient software installers
with a code signing certificate created by or uploaded to EMS.

The EMS for Chromebooks Settings also includes Listen on port which, like EMS settings, displays the
default port for the FortiClient EMS server for Chromebooks. You can change the port by typing a new port
number. The default port is 8443.

You can also configure the User inactivity timeout setting, which is the number of hours of inactivity after
which the user is timed out. Profile update interval specifies the profile update interval, in seconds.

SSL certificate displays the SSL certificate currently imported. If you have already uploaded an SSL
certificate, the page displays the Replace button. Service account displays the service account ID currently
in use. You must enter an account ID and private key to update the account. Note that you must add an SSL
certificate to FortiClient EMS to allow Chromebooks to connect to EMS.
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System Settings—Logs

* You can specify what level of log messages to capture

* You can specify when to automatically delete logs and alerts

System Setting > Logs

Logs

Log level Info

Clear logs every 30 days = Clear now
Clear alerts every days & Clear now
Clear evenls every 30 days = Clear now
Clear Chromebook events every 7 days = Clear now

£3

FiERTINET

In Logs section, you can specify what level of log messages to capture in the logs for FortiClient EMS. For
example, if you select Info, all log messages from Info to Emergency are added to the FortiClient EMS logs.

You can also specify when to automatically delete logs, alerts, and events. By default, it is 30 days for all logs,
alerts, and other OS events, and 7 days for Chromebook events.

You can click Clear now to immediately delete all FortiClient EMS logs, alert, or events.
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System Settings—FortiGuard and Endpoints

* FortiGuard Settings: + Endpoint Settings:
= Server Location « FortiClient telemetry connection key
« FortiManager « Keep alive interval

« Fullkeep alive interval

» License timeout

« Automatically upload avatars

« Allow duplicate FCT registrations

System Setting > FortiGuard System Setting > Endpoints
. FortiGuard 1 Endpoints
[ |
o
[
= E3
F: :ATINET

The FortiGuard settings include Server Location, which allows you to configure the FortiGuard server

location to Nearest or US.

» If you select Nearest, FortiClient EMS connects to the FortiGuard server whose |IP address is provided by
the DNS server.

» If you select US, FortiClient EMS can connect only to FortiGuard servers available in the United States
and does not attempt to access a FortiGuard server outside the US.

You can also configure the FortiManager option, which allows you to use FortiManager for client software

and signature updates. If you select Failover, this enables failover to FDN, when FortiManager for FortiClient

is not available. The settings in the Endpoints window allows you to add the FortiClient telemetry connection

key for FortiClient EMS. FortiClient must provide this key during connection. You can also configure keep

alive intervals. FortiClient sends short and full keep alive messages to FortiClient EMS at the specified

intervals.

When FortiClient endpoint is registered to EMS, it consumes a license seat. You can configure a license

timeout value in days.

» If an endpoint disconnects from EMS, the license seat is retained in anticipation that the endpoint will
reconnect. If the endpoint does not reconnect within the given time out, its connection record is removed
from EMS.

+ If the endpoint is removed, switched off, or goes offline, and does not re-establish a telemetry connection
to EMS within the given time out, the endpoint is deleted from EMS even if FortiClient on the endpoint
shows that it is still connected.

The Automatically upload avatars option allows FortiClient to uploads user avatars to all of the devices and

the Allow duplicate FCT registrations setting allows duplicate FortiClient registrations by assigning the

duplicate registrations new UIDs.
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System Settings—Banner and Alerts

* Login Banner System Setting> Login Banner
* A message appears before a user logs in to EMS Login Banner
* EMS Alerts -
+ Send alerts for EMS events e
£3
System Setting> EMS Alerts

EMS Alerts

FiERTINET

When you select the Enable login banner check box, a message appears on the login screen before a user
logs in to EMS as shown in this slide. When you type a message and save in the System Settings > Login
Banner, the Preview section displays a preview of the message.

The EMS Alerts window allows you to send an email for version and FortiClient alerts. This slide shows all of
the alerts that are available on the EMS Alerts window.
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System Settings—Banner and Alerts (Contd)

« Endpoint Alerts
« Send alerts for EMS events

System Setting > Endpoint Alerts

Endpoint Alerts

FiERTINET

On the Endpoint Alerts window, you can enable the option to send an email alert for the endpoints. This slide
shows all the endpoint events that you can select to generate email alerts. You can also select a time interval
to send alert emails. By default, it is setto 30 minutes.
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System Settings—SMTP Server

« SMTP Server

« When an alert is triggered, EMS sends an email notification to the configured email address(es)

System Setting> SMTP Server
SMTP Server

FiERTINET

On the SMTP Server window, you can set up an SMTP server to enable alerts for EMS and endpoint events.
All the options available for SMTP server configuration are shown in this slide. In the Security field, if you
select STARTTLS or SMTPS, the Username and Password fields are enabled.
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System Settings—Custom Messages

* You can customize messages that display on endpoints in certain situations

+ Customize endpoint quarantine message:

« You can customize the message that displays on an endpointwhen it has been quarantined by
FortiClient EMS

* Customize web filter messages:
« You can customize the messages that display on an endpoint on in-browser web filter result pages
» There are different types of web filter messages:
* Blacklisted page
« Blocked page
* Blocked FortiGuard inaccessible page
= Warning page
* Warning FortiGuard inaccessible page
+ You can also upload images for logo and icon fields
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You can customize messages that display on endpoints in certain situations, such as when EMS has
quarantined the endpoint. For example, you can customize the message to include your organization's help
desk phone number so that users can contact the network administrator about their machine.

You can also customize the messages that display on an endpoint in in-browser web filter result pages. In
Custom Messages, select WebFilter Custom Messages. The left panel displays the customization fields,
while the right panel previews the custom messages as they will appear in a web browser when using the
latest version of FortiClient. The types of web filter messages are: blacklisted page, blocked page, blocked
FortiGuard inaccessible page, warning page, and warning FortiGuard inaccessible page.

In the left pane, enable or disable the fields and enter the desired messages. You can also upload images for
logo and icon fields. The right pane displays previews of the messages.
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System Settings—Alerts

* Viewing alerts
You can view alerts FortiClient EMS generates by clicking a bell icon. Examples of
events that generate an alert include:
« New version of FortiClient is available
« FortiClient deployment failed
« Failure to check for signature updates
= Error encountered when downloading AD server entries
= Error encountered when scanning for local computers

FiERTINET

You can view the alerts FortiClient EMS generates. Examples of events that generate an alert are shown on
this slide. A red label is associated with the Alert icon when new notifications are available or received. It is
cleared when you view the alert.

You select the Alert icon (a bell) in the toolbar to view alerts. You can use the Filter icon in each column
heading to apply filters, and the Clear Filters icon to remove the filters
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Good job! You now understand the system settings for FortiClient EMS.

Now, you will learn how to set up FortiClient EMS for Chromebook only.
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Chromebook-Only Setup

Objectives
* Discuss Google admin console setup
» Configure service account credentials

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in setting up FortiClient EMS to manage Chromebooks, you will be able to
configure the Google admin console setup and service account credentials.
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Chromebook-Only Setup—Admin Console Setup

+ Logging in to the Google Admin console

R
- - ']
— r

03 * (7]
« FortiClient Web Filter extension = '

* You must add extension ID igbgpehnbmhgdgjbhkkpedommgmfbeao to enable the web filter
feature for Chromebook endpoints

FiERTINET

Log in to the Google admin console using your Google domain admin or G Suite account. Note that a Google
account set up through an organization like work, school, a club, or maybe family or friends, is called a G
Suite account.

After the FortiClient Web Filter extension is added, on the Chrome Web Store window, search for the
extension ID shown in this slide. The extension name appears as FortiClient Chromebook Web Filter
Extension.

Note that FortiClient EMS software is not available for public use. You can enable the feature only by using
the extension ID that is shown in this slide.
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Chromebook-Only Setup—Admin Console Setup

+ Configure the FortiClient Web Filter extension to enable communication

+ FortiClient EMS hosts the services that assign endpoint profiles of web filtering
policies

+ FortiClient EMS is the profile server

FiZ:ATINET

You must configure the FortiClient Chromebook Web Filter extension to enable the Google Admin console to
communicate with FortiClient EMS. FortiClient EMS hosts the services that assign endpoint profiles of web
filtering policies to groups in the Google domain. FortiClient EMS also handles the logs and web access
statistics sent from the FortiClient web filter extensions.

For details about configuration setup, see the FortiClientEMS Administration Guide.
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Chromebook-Only Setup—Add Root Certificates

« Add root certificates

« Chromebook needs to trust the EMS certificate
» FortiClient extensions use HTTPS connections to communicate
« HTTPS connections require SSL certificates

FiZ:ATINET

The FortiClient Chromebook Web Filter extension communicates with FortiClient EMS using HTTPS

connections. You must obtain an SSL certificate and add it to FortiClient EMS to allow the Chromebook
extension to trust FortiClient EMS.

If you use a public SSL certificate, you need to add only the public SSL certificate to FortiClient EMS. If you
prefer to use a certificate that is not from a common certificate authority (CA), you must add the SSL
certificate to FortiClient EMS, and push your certificate's root CA to the Google Chromebooks. Otherwise, the

HTTPS connection between the FortiClient Chromebook Web Filter extension and FortiClient EMS will not
work.

For more details about certificates, see the FortiClientEMS Administration Guide.
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Chromebook-Only Setup—Admin Console Setup

+ Disable access to Chrome developer tools:
1. On the Admin console, click Device management > Chrome Management > User Settings
2. Next to Developer Tools, select Never allow use of built-in developer tools

+ Disallow incognito mode:
1. On the Admin console, click Device management > Chrome management > User settings
2. On the panel on the left side of the page, select the organization
3. In the Security section, set Incognito Mode to Disallow incognito mode
4. Click Save

* Disallow guest mode:
1. On the Admin console, click Device management > Chrome management > Device settings >
Sign-in settings
2. On the panel on the left side of the page, select the organization

3. In the Guest Mode section, in the Allow Guest Mode drop-down list, select Do not allow guest
mode. Click Save

FiERTINET

This slide shows the steps required to disable developer tools, incognito, and guest mode. Disabling access to
Chrome developer tools blocks users from disabling the FortiClient Web Filter extension.

When users browse in incognito mode, extensions are bypassed.
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Chromebook-Only Setup—Admin Console Setup

* Block Task Manager:
1. On the Google Admin console, click Device Management > Chrome Management > User
settings > Apps and Extensions
2. On the panel on the left side of the page, select the organization

3. In the Task Manager drop-down list, select Block users from ending processes with the
Chrome Task Manager

4. Verify FortiClient Web Filter

B - -EN) : e — ]

I @ FortiClen Chiometook Webilter Extermion 7 Enabiedd b
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You must block Task Manager for managed Google domains as it is shown in this slide. After you add the
Google domain to FortiClient EMS, the Google Admin console automatically pushes the FortiClient Web Filter
extension to the Chromebooks when users log in to the Google domain.

You can verify that the feature has become available on the Chromebooks by opening the Google Chrome

browser. Type chrome://extensions to check FortiClient extension and visit any gambling
site, such as http://www.777.com, and confirm the site is blocked.
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Chromebook-Only Setup—Service Account

+ FortiClient EMS includes the following default service account credentials generated
by the Google Developer console:

Client ID 102515977741391213738 Google Admin console

Email Address account- FortiClient EMS
1@forticlientwebfilter.iam.gserviceaccount.com

Service account certificate A certificate in .pem format for the service FortiClient EMS

account credentials

« Must add the client ID default value to the Google Admin console—no other
configuration for service account credentials is required

« Add service account credentials to the Google Admin console and EMS
+ Fortinet recommends unique service account credentials for improved security

FiERTINET

FortiClient EMS requires service account credentials generated by the Google Developer console. You can
use the default service account credentials provided with FortiClient EMS. To configure the default service
account credentials, you must add the client ID default value to the Google Admin console. No other
configuration for service account credentials is required. These settings allow Google to trust FortiClient EMS,
which enables FortiClient EMS to retrieve information from the Google domain.

Note that the service account credentials are a set. If you change one credential, you must change the other
two credentials.

When using unique service account credentials for improved security, you must complete the following steps
to add the unique service account credentials to the Google Admin console and FortiClient EMS:

1. Create unique service account credentials using the Google Developer console.

2. Add the unique service account credentials to the Google Admin console.

3. Add the unique service account credentials to FortiClient EMS.
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Good job! You now understand how to configure FortiClient EMS to manage Chromebooks.

Now, you will learn about endpoint management.
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Endpoint Management

Objectives
» Configure Windows, MacOS, and Linux endpoints

» Configure Google domains

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using FortiClient for endpoint management, you will be able to configure
Windows, macOS, and Linux endpoints, as well as Google domains.
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FortiClient EMS—Endpoint Management

« Windows, MacOS, and Linux endpoints
« FortiClient EMS needs to determine which devices to manage
« Information can come from an active directory (AD) server, Windows workgroup, or manual
FortiClient connection
* Creating groups
« You can create groups to organize endpoints
» You can also rename and delete groups

* Adding endpoints
+ You can add endpoints using an AD service
= Endpointusers can manually connect FortiClient Telemetry to FortiClient EMS

FiZ:ATINET

FortiClient EMS needs to identify which devices to manage. For Windows, and macOS, device information
can come from an AD server, Windows workgroup, or manual FortiClient connection. The Linux endpoint
doesn’t communicate with the AD server.

On FortiClient EMS, you can create the domain or workgroup, and then rename and delete groups.

You can import endpoints manually from an AD server. You can import and synchronize information about
computer accounts with an LDAP or LDAPS service. You can add endpoints by identifying endpoints that are
part of an AD domain server.

Note that after importing endpoints from an AD server, you can edit the endpoints. These changes are not
synced back to the AD server.

Endpoint users can also manually connect FortiClient Telemetry to FortiClient EMS by specifying the IP

address for FortiClient EMS on FortiClient. This process is sometimes called registering FortiClient to
FortiClient EMS.
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FortiClient EMS—Endpoint Management (Contd)

* Viewing endpoints
* You can view the list of endpointsin a domain or workgroup on the Endpoints pane
« You can view details about each endpoint on the Client Details pane

Endpoints > All Endpoints

0 X 0 ; 0 M 2 =, 0

Mot Installed _' Not Registered { '_ Out-0f-Syne Security Risk i Quarantined

B2 WIN-SFSMP49QJOC Administrator 10.0.1.100 13 Profile  Detaut 1) | FGVMD 10000052731 [ v Kl vee EEN vuL | 2
&3 fortiab net/Domain Controliers © Gateway Complance-Gale ® EMS
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After you add endpoints to FortiClient EMS, you can view the list of endpoints in a domain or workgroup on
the Endpoints pane. You can also view details about each endpoint on the Client Details pane, and use
filters to access endpoints with specific qualities.

You can save filter settings as bookmarks, then select the bookmarks to use them.
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FortiClient EMS—Endpoint Management (Contd)

* You can manage the following on the Endpoints pane:
* Run antivirus scans on endpoints
« Run vulnerability scans on endpoints
« Patch vulnerabilities on endpoints
« Request FortiClient logs
« Request the FortiClient diagnostic results
« Update signatures
« Unregister and register endpoints
* Quarantine endpoints
+ Exclude endpoints from management | gndpoints> All Endpoints
» Mark as Uninstalled

Last Seen

FiZ:ATINET

On the Endpoints pane, you can perform the actions that are shown in this slide. FortiClient EMS can run
antivirus and vulnerability scans. All the scanning starts on the endpoints with the next FortiClient Telemetry
communication. You can also view the history of vulnerability scans for each endpoint on the Client Details
pane.

FortiClient EMS can automatically patch software if a vulnerability requires the endpoint user to download and
install a software to patch a vulnerability. The FortiClient console displays the information.

FortiClient can upload a log file from one or several endpoints requested by FortiClient EMS. The log file is
uploaded to the hard drive on the computer running FortiClient EMS, and file is not visible in the FortiClient
EMS GUI.

You can use FortiClient EMS to run the FortiClient Diagnostic Tool on one or multiple endpoints, and export
the results to the hard drive on the computer on which you are running FortiClient EMS. The exported
information is not visible in the FortiClient EMS GUI.

FortiClient EMS can also quarantine, disconnect and connect, exclude from management, and delete
endpoints.
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Endpoint Management—Group Assignment Rules

* Rules automatically place endpoints into groups based on:
« Installer ID
+ IP address
+ OS
= AD group
+ EMS automatically places endpoints that do not apply for any group assignment rule
into the Other Endpoints group

« EMS admin can disable or enable and delete group assignment rules
Endpoints > Group Assignment Rules Endpoints > Workgroups> All Groups

@ Schedule Run B Run Rules New [ Add O Refresh 0 0

Rule Group Priority Enabled
@ Windows Windows Endpaints 1 a
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You can use group assignment rules to automatically place endpoints into custom groups based on their
installer ID, IP address, OS, or AD group.

Creating a FortiClient 6.2+ deployment package includes an option to specify an installer ID. For example, say
you want all endpoints located in your company's headquarters to be moved in the same endpoint group. You
can configure a FortiClient 6.2.1 deployment package with an "HQ" installer ID, then deploy this deployment
package to the desired endpoints.

IP Address option allows you to create a group assignment rule that automatically moves all endpoints within
a specified subnet or IP address range into the same custom group.

OS option automatically moves all endpoints that have a specific OS installed into the custom group.

AD Group option creates a group assignment rule to automatically move all endpoints in a selected AD group
into the custom group.

When the endpoints' FortiClient connects to FortiClient EMS, FortiClient EMS places them in the desired
group.

If a newly connected endpoint does not match any group assignment rule and belongs to an imported AD
domain, the endpoint is moved into the OU to which it belongs in the AD domain tree. If no AD domain has
been imported, or the endpoint also does not belong to the imported AD domain, it is placed in the Other
Endpoints group.

FortiClient EMS automatically places endpoints that do not apply to any group assignment rule into the Other
Endpoints group.

FortiClient 6.2 Study Guide 131



FortiClient Enterprise Management System (EMS)

DO NOT REPRINT

EORTINIET
TN TITINLC 1

FortiClient EMS—Endpoint Management (Contd)

* Provisioning FortiClient Android endpoints for central management

+ Use a third-party QR code generator to create a QR code to distribute to FortiClient (Android)
users

« Scan the QR code from their devices
= QR codes can contain the FortiClient EMS server's hostname or IP address, port number,and a
connection key
* Google Domains
* Google Domains is only available if FortiClient EMS manages Chromebooks
« You can add, view, edit, and delete domains

FiZ:ATINET

You can use a third-party QR code generator to create a QR code to distribute to FortiClient (Android) users.
FortiClient (Android) users can scan the QR code from their devices to automatically enable FortiTelemetry
and attempt a connection to the specified FortiClient EMS server and FortiGate device. QR codes can contain
the FortiClient EMS server hostname or IP address, port number, and a connection key. Only the FortiClient
EMS hostname/IP address is required; all other fields are optional.

FortiClient EMS needs to identify which devices to manage. Device information comes from the Google
Admin console. Google Domains option is available if EMS for Chromebooks Settings is selected in EMS
server settings.

You can add domains on the Manage Domains page on the FortiClientEMS. After you add domains to
FortiClient EMS, you can view, edit, and delete them.

Note that this section is applicable only if you are using FortiClient EMS to manage Google Chromebooks.
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Good job! You now understand endpoint management for Windows, macOS, Linux, and Chromebook user

endpoints on FortiClient EMS.

Now, you will learn about quarantine management.
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Quarantine Management

Objectives

* View quarantined files

» Whitelist quarantined files

» Automate quarantining process based on I0OC

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using FortiClient EMS to manage quarantined files, you will be able to view
and whitelist quarantined files.
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Quarantine Management—View and Whitelist Files

* Viewing quarantined files
= FortiClient sends quarantined file information to FortiClient EMS
« You can view the list of quarantined files on the Files pane
* You can filter the file list

« Whitelist quarantined file
« You can whitelist and restore quarantined files from EMS
1. Click Quarantine Management > Files.
2. Select the files you want. Click Whitelist & Restore.

-

3. In the confirmation dialog box, click Yes, and then click Okay.
« You can view the lost whitelisted files in the Whitelist pane
« You can filter, edit the file description, and delete whitelisted files

FiZ:ATINET

On the Files pane, the FortiClient EMS administrator can view quarantined file information for all managed
endpoints, and whitelist files from FortiClient EMS, if needed.

FortiClient sends quarantined file information to FortiClient EMS. After FortiClient quarantines files on
endpoints and sends the quarantined file information to FortiClient EMS, you can view the list of quarantined
files on Quarantine Management on Files pane. You can also view details about each quarantined file and
use filters to access quarantined files that have specific qualities.

You can whitelist and restore quarantined files from EMS. The steps are shown in this slide. This releases the
files from quarantine and makes them accessible on the endpoint with the next telemetry communication
between FortiClient EMS and FortiClient. The file status changes to Quarantined & Whitelisted.

Note that the FortiClient console doesn’t allow you to restore and delete quarantined files. These options are
grayed out on the FortiClient GUI.
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Security Fabric—Quarantine Automation

* You can enable the Security Fabric with FortiClient and EMS
+ As Fabric Agent FortiClient:

« Integrate endpoints with the Security Fabric
« Automate response to contain incidents

+ Fabric Agent with the Security Fabric:
« Provides endpoint information
« Runs vulnerability scan and patching
« |dentifies risky endpoints
+ Provides application inventory

+ Based on loC verdicts, FortiClient EMS and FortiOS can automate the process of
qguarantining suspicious endpoints

FiZ:ATINET

Many of you have heard of the Security Fabric. The Security Fabric uses FortiTelemetry to link different
security sensors and tools together to collect, coordinate, and respond to malicious behaviour anywhere it
occurs on your network, in real-time.

The Fabric Agent connects endpoints with the Security Fabric, and delivers endpoint visibility and control by
sharing endpoint telemetry and compliance status with the Security Fabric. It also has vulnerability
management capabilities to extend the scanning process to either the managed FortiGate or EMS.

In the Security Fabric topology, you can see the compromised and quarantined endpoints. You can obtain the
visibility and details about these endpoints from devices such as FortiAnalyzer, where indicator of
compromise (loC) verdicts are based on a threshold value that is reached or exceeded, at which point an
endpoint becomes a risk, must be quarantined, and is confirmed to be compromised.

In addition to quarantining malicious files, submitting objects to FortiSandbox for analysis, and applying
patches, by integrating with the Security Fabric, FortiClient can also automate the process of quarantining
suspicious or compromised endpoints.

The benefits of quarantine automation include, containing threats and incidents, and controlling outbreaks.
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Quarantine Automation (Contd)

* You can quarantine an endpoint from FortiOS using EMS using an API

+ The following network components are required:
+ FortiGate
+ FortiAnalyzer
+ FortiClient EMS
+ FortiClient

« Security Fabric, which includes the above network devices, can automatically
quarantine an endpoint on which an loC is detected

FiERTINET

The Security Fabric offers visibility of endpoints at various monitoring levels. When the Security Fabric
includes network devices listed here, you can configure the system to automatically quarantine an endpoint on
which an |OC is detected. This requires the following network devices:

+ FortiGate

* FortiAnalyzer

* FortiClient EMS

» FortiClient

You must connect FortiClient to both the EMS and FortiGate. FortiGate and FortiClient must both be sending
logs to FortiAnalyzer. You must configure the EMS IP address on the FortiGate, as well as administrator login
credentials.
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FortiAnalyzer—I|OC flow

Endpoint quarantines itseif and

notifies the FortiGate and EMS

FortiClient EMS

EMS sends quarantine
message to endpoint

Malicious site detected,
FortiClient sends log to
FortiAnalyzer con ed 3 tification 1o

FortiAnalyzer discovers I{N/
to nofify FortiGate

FortiAnalyzer FortiGate

FiERTINET

This configuration functions as follows:

1. FortiClient sends logs to FortiAnalyzer.

2. FortiAnalyzer discovers l1oCs in the logs and notifies FortiGate.

3. FortiGate identifies if FortiClient is a connected endpoint, and if it has the login credentials for the EMS
that FortiClient is connected to. With this information, FortiGate sends a notification to EMS to quarantine
the endpoint.

4. EMS searches for the endpoint and sends a quarantine message to it.

5. The endpoint receives the quarantine message and quarantines itself, blocking all network traffic. The
endpoint notifies FortiGate and EMS of the status change.

Executing automation:
The following command triggers the quarantine action on the endpoint at endpoint ip address:
* diag endpoint forticlient-ems-rest-api queue-quarantine-ipv4

endpoint ip address

Note that this feature is not supported on FortiClient (Linux).
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Endpoint Management—Quarantine Automation

+ FortiClient must connect to both the EMS and FortiGate

+ FortiGate must have an EMS |P address and credentials to log in

+ FortiAnalyzer must receive logs from both FortiGate and FortiClient
* Quarantine is done at the network interface driver level (IPS)

« Communication with EMS remains open to unquarantined endpoint
+ Telemetry to FortiGate re[rl@ins established to update the status

A Quarantine

FiERTINET

You must meet the following prerequisites for FortiClient, EMS, and FortiGate:
1. FortiClient must be installed on the endpoint and connected to both EMS and FortiGate.

2. On EMS, an endpoint profile and gateway list using the FortiGate IP address, must be assigned to the
endpoint. It also needs an endpoint policy that is configured with the desired profile and telemetry
gateway list for the desired endpoint group, and the Remote HTTPS access option must be enabled.

3. FortiGate must use the following configuration to quarantine an endpoint.
» Automation trigger

» Automation action

* Automation stitch

+ EMS firewall address object

» Endpoint control FCT-EMS object

For more details about FortiGate automation configuration, see the FortiClientEMS 6.2 Administration Guide.
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Lesson Progress

%

{\,_/} FortiClient EMS Access
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4 ) System Settings
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(:/\) Endpoint Management
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g{ W Quarantine Management

QLSoftware Inventory

Good job! You now know how to configure FortiClient XML.

Now, you will learn about FortiClient EMS.
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Software Inventory

Objectives
* View installed applications

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using FortiClient EMS to view the software inventory on endpoints, you will
be able to identify what applications are installed.
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* You can centrally view a list of software installed on

+ The list includes details for each application, such a
information

« Applications

* You can filter by application

Software Inventory > Applications

6

TS  First Owtnctes

Software Inventory—Applications

« Shows information about installed applications for all managed endpoints

all endpoints

s vendor and version

FiERTINET

You can centrally view a list of software installed on all endpoints. The list includes details for each

application, such as vendor and version information. You can view

this information by application or by

vendor, on the Applications pane, or by host on the Hosts pane. FortiClient sends installed application

information to FortiClient EMS.

The FortiClient EMS administrator can view installed application information for all managed endpoints on the

Applications pane.

The Applications pane also shows the total number of application

installed, vendors, and newly installed

applications. You can view the application names alphabetically, or by vendor. You can also apply filters by

application name, vendor name, and version number.
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* Hosts
« Shows information about installed applications for all managed endpoints by host
« You can filter by host
~ Software Inventory > Hosts
Host T2 User T: Os s IP T A o Last =3
Count d
8% DESKTOP- l Admin Microsoft Windows 10 Emerprise 10.0.1.10 T 2019-09-18
BKIRZVS
Name T: Vendor T3 Version T2 Install Date $
. Adobe Reader X Adobe Systems Incorporated 10.00 20190918
@ FortClient Fortinet Technologies Inc 6.21.0831
& Microsofl Visual C++ 2008 Redsirbutabie Micro: Corporation 9.0 30729 6161
Microsoft Corporation 59.0.30729 4148
& Mozika Firetox 69 .0 (%86 en-GH) Moziia 690
L Mozilla Mainienance Service Mozilla 69.0
: Vitware Tools Viiware, Inc 10.0.6.3595377
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The FortiClient EMS administrator can view installed applications information for all managed endpoints by
host on the Hosts pane.

The Hosts pane shows the total number of applications, OS details, and lists of the software installed on the
endpoints. You can also view other details about the hosts, as shown on this slide image.

You can apply filters by host name, user name, OS name, and IP address.
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Lesson Progress

%
( Q_/ )FortiClient EMS Access

(J] Installation and Licensing

( w4 ) System Settings

X
( { ') Chromebook-Only Setup

(:/\) Endpoint Management
=l
%{ ] Quarantine Management

) Software Inventory

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Access FortiClient EMS
v Understand FortiClient administration and database management

v Understand system requirements, license types, and installation
using a GUIl and CLI

Configure FortiClient EMS server, logs settings, banners, and alerts
settings

Configure FortiClient EMS to manage Chromebooks
Manage FortiClient EMS endpoints

View and whitelist quarantined files

Manage the FortiClient EMS quarantine process
View the FortiClient software inventory

<

S <

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to install, configure, and administer
FortiClient EMS. You also learned how to manage a large number of endpoints.
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In this lesson, you will learn how to deploy, provision, and manage FortiClient on endpoints using FortiClient
EMS.
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Lesson Overview

i %ﬁFortiCIient EMS Operation Modes
{;_éDeponment
( JEndpoint Policy and Profiles
(’i) Endpoint Profile References
g:J Managing Installers
() Telemetry Gateway Lists

L : S—
gv_)Compllance Verification Rules

In this lesson, you will learn about the topics shown on this slide.
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FortiClient EMS Operation Modes

Objectives
* Understand FortiClient EMS operation modes

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence understanding FortiClient EMS, you will be able to use it effectively in your
network.
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Standalone Mode Without Security Fabric

* FortiClient EMS provides FortiClient endpoint provisioning

+ FortiClient endpoints connect FortiClient Telemetry to FortiClient EMS to receive
configuration information from FortiClient EMS

* EMS sends compliance verification rules to FortiClient

* EMS controls the connection between FortiClient and EMS
+ FortiClient settings are locked

+ Endpoint status shows as Managed by EMS

=

I ™ ‘ '
2 i conne
=% i once Vel g
|| Gom
potes  FortClient EMS
| Monie™
- Seﬂ auen eV

FortiClient

AD Server
F: :ATINET

FortiClient EMS in standalone mode provides FortiClient endpoint provisioning. FortiClient endpoints connect
FortiClient Telemetry to FortiClient EMS to receive configuration information inn an endpoint profile as part of
an endpoint policy from EMS. EMS also sends compliance verification rules to FortiClient, and uses the
results from FortiClient to dynamically group endpoints in EMS. Only EMS can control the connection
between FortiClient and EMS. Any changes to the connection must be made from EMS, not from FortiClient.
When FortiClient is connected to EMS, FortiClient settings are locked, so the endpoint user cannot change
any configuration.
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Integ rated Mode With Security Fabric

* FortiClient EMS provides FortiClient endpoint provisioning

+ FortiClient endpoints connect FortiClient Telemetry:
« To EMS to receive configuration information from FortiClient EMS
+ To FortiGate to participate in the Fortinet Security Fabric

+ FortiGate also receives dynamic endpoint group lists from EMS
« To build dynamic firewall policies

+ FortiClient only register to a FortiGate if:
+ FortiClient is registered to EMS
« FortiClient has received a gateway list from EMS
« EMS has allocated a Fabric Agent license seat to
endpoint

+ Compliance enforcement is supported only with

-
Tl
e 1‘_7\((\5 ‘

"

AD Server

Dynamic endpoint groups

FortiOS version 6.2.0 or later FortiClient

@

FortiGate
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You can integrate FortiGate with FortiClient EMS. In this scenario, FortiClient Telemetry connects to EMS to
receive a profile of configuration information as part of an endpoint policy, and it connects to FortiGate to
participate in the Fortinet Security Fabric. FortiGate can also receive dynamic endpoint group lists from EMS
and use them to build dynamic firewall policies. EMS sends group updates to FortiOS, and FortiOS uses the
updates to adjust the policies based on those groups. This feature requires FortiOS version 6.2.0 or a later.

FortiClient registers to a FortiGate only if all of the following are true:

» FortiClient is registered to EMS.

+ FortiClient has received a telemetry gateway list from EMS.

+ EMS has allocated a Fabric Agent license seat to the endpoint. A Fabric Agent license is required to
register to the FortiGate.

Depending on the EMS compliance verification rules and policies configured in FortiOS, the FortiClient
endpoint may be blocked from accessing the network. The EMS administrator can adjust the endpoint
configuration so that the endpoint regains network access.

Please note that if you are using a version of FortiOS earlier than 6.2.0, FortiClient endpoints can connect to
the Security Fabric, but compliance enforcement is not supported.
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Lesson Progress

?5_?} FortiClient EMS Operation Modes
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Good job! You now understand FortiClient EMS operation modes.

Now, you will learn about how to deploy FortiClient to endpoints.
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Deployment

Objectives

* Understand deployment methods

» Prepare the AD server for deployment
* Prepare the Windows endpoint

* Understand deployment types

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiClient deployment, you will be able to prepare Windows Active
Directory (AD) server and endpoints, as well as implement different deployment types.
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Deployment Methods

* You can add FortiClient to EMS:
« UsinganAD
« Using workgroups
« AD:
* You can deploy initial installation of Windows FortiClient but can not deploy macOS FortiClient
« After installation endpoints are connected to EMS, you can deploy:

* Upgrades AD Server —
— napoints
+ Removals | 2
* Replacement of FortiClient for Windows and macOS ForCent ENS ° ¥ N
AD Server Endpoints
@ FortiChent Teerret_ry'_ : ;@\ g
< Workg roup: FortiClent EMS &L.‘u‘d? :
» You cannot deploy an initial installation Wroups o
= You can use workgroups to uninstall and update = v '
@ Workgroup
FortiClient on endpoints T S
9 ~Endpoints
el otcient Telrery | [ [
FortiClient EMS \ \.\“
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You can deploy FortiClient to endpoints using AD servers and workgroups. There are differences between
using AD servers and workgroups.

When using an AD server, you can deploy an initial installation of FortiClient (Windows) to endpoints, but you
cannot deploy an initial installation of FortiClient (macOS). After FortiClient for Windows or macOS is installed
on endpoints and endpoints are connected to FortiClient EMS, you can deploy upgrades, removals, and
replacements of both FortiClient for Windows and macOS using AD servers.

When using workgroups, you cannot deploy an initial installation of FortiClient to endpoints. However, after

FortiClient is installed on endpoints and endpoints are connected to FortiClient EMS, you can use workgroups
to uninstall and update FortiClient on endpoints.
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Prepare the AD Server

* You must install and prepare the AD server before you deploy FortiClient installation
= Configure a group policy under Group Policy Management
* Use the default domain policy, or create a new one to assign to the OU that contains endpoint
= Configure Windows services in the Group Policy Management Editor
« Task Scheduler: Automatic
+ Windows Installer: Manual
* Remote Registry: Automatic
« Configure deploymentrules for Windows firewall
+ Allow inbound connection for SMB-In and RPC
+ Configure Windows firewall domain profile settings
« Allow inbound file and printer sharing exception
* Allow inbound remote administration exception

* Allow ICMP Exceptions
+ Allow inbound echo request

FiERTINET

To deploy FortiClient from FortiClient EMS, you must prepare the AD server for deployment and deploy
FortiClient on the endpoints. Before you can successfully deploy a FortiClient installation, ensure you install
and prepare the AD server by following the steps that are shown on this slide.

Note that you cannot use FortiClient EMS to deploy an initial installation of FortiClient to endpoints (macOS

and workgroup computers). However, after FortiClient is installed on endpoints, and the endpoints are
connected to FortiClient EMS, you can use FortiClient EMS to uninstall and update FortiClient on endpoints.
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Prepare Windows Endpoints

* You must prepare the Windows endpoint before deploying FortiClient installation
= Configure Windows services
+ Task Scheduler: Automatic
= Windows Installer: Manual
* Remote Registry: Automatic
« Configure Windows firewall rules
* Allow inbound connection for file and printer sharing (SMB-In)
» Allow inbound connection for remote scheduled tasks management (RPC)

« AD administrator account use for AD group deployments

* An installer URL is shared for non-AD deployments
« Can download and install FortiClient manually

FiZ:ATINET

You must enable and configure the following services on each Windows endpoint before FortiClient
deployment:

+ Task Scheduler: Automatic

* Windows Installer: Manual

*+ Remote Registry: Automatic

The Windows firewall must allow SMB-in and RPC traffic for inbound connections.

For AD group deployments, an AD administrator account is required. For non-AD deployments, the installer
URL can be shared with users, who can then download and install FortiClient manually. You can locate the
installer URL in the Manage Installers pane.

Note that when you are adding endpoints using an AD domain server, FortiClient EMS automatically resolves
endpoint IP addresses during initial deployment of FortiClient. FortiClient EMS can deploy FortiClient
(Windows) to AD endpoints that do not have FortiClient installed, as well as upgrade existing FortiClient
installations, if the endpoints are already connected to the EMS server.

You can execute gpresult.exe /H gpresult.html on any AD client to verify if you have an issue
pushing the group policy to the endpoints.
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Deploying FortiClient

* Deploy a FortiClient installation from FortiClient EMS using an AD server
« Add the AD server to FortiClient EMS by adding a domain
« Add a FortiClient installer package to FortiClient EMS

« Add a profile
+ Select the FortiClient installer package
* Configure FortiClient features in the profile

« Assign the profile to the AD domain to push the FortiClient installation process on the endpoints
+ Verify the deployment by monitoring FortiClient connections to the FortiClient EMS

* Deploying initial installations of FortiClient (macOS)

« Create a custom FortiClient (macOS) installer on FortiClient EMS and send the installer download
link to users so they can install FortiClient manually

» Use a third-party application to perform initial deployment of FortiClient (macOS) to endpoints

* Deploying FortiClient upgrades from EMS
« You can deploy a FortiClient software update from EMS
« Prompt appears on endpointwhen installer package is about o be deployed

FiZ:ATINET

» Deploying FortiClient on Windows endpoints using an AD server: For successful deployment of FortiClient
installation from FortiClient EMS using an AD server, you must prepare the AD server, add the AD server
to FortiClient EMS as a domain, add an installer package to FortiClient EMS, add a profile (which includes
the installer package and configured FortiClient features), and assign the profile to a branch of the AD
domain to push the installation. You can verify the deployment by monitoring FortiClient connections to the
EMS.

» Deploying initial installations of FortiClient on macOS: FortiClient EMS cannot be used to deploy initial
installations of FortiClient (macOS). You can deploy an initial installation of FortiClient (macOS) by doing
one of the options that are shown on this slide. After FortiClient (macOS) is installed on endpoints, and you
have connected FortiClient Telemetry to FortiClient EMS, you can use FortiClient EMS to replace,
upgrade, and uninstall FortiClient.

» Deploying FortiClient upgrades on endpoints running an older version: You can also deploy a FortiClient
software update from EMS. A prompt appears on the FortiClient endpoint when an installer package is
requested to be deployed. The prompt requests that the user do one of the following:

+ Upgrade Now: If this option is selected, it performs the upgrade and automatically restarts your computer.

+ Upgrade Later: If this option is selected, you can indicate the time to start the upgrade. The default is 8:00
PM. Your computer automatically restarts after the upgrade.

If no option is selected, the upgrade occurs, by default, at 8:00 PM. After FortiClient EMS uninstalls the

previous version, it asks if the user wants to reboot now or reboot later.
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Good job! You now understand how to deploy FortiClient to endpoints.

Now, you will learn about endpoint policy and profiles.
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Endpoint Policy and Profiles

Objectives

* Understand endpoint policy

» Configure and edit endpoint profiles
* Manage endpoint profiles

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring, editing, assigning, and managing endpoint profiles, you will be
able to use endpoint profiles to define the features installed on FortiClient endpoints.
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Endpoint Policy

* You can create endpoint policy to assign the following to groups:
« Endpoint profiles
« Telemetry gateway lists

* You can do the following on EMS:
+ Add an endpoint policy
« Edit an endpoint policy
+ Delete an endpoint policy
« Enable or disable an endpoint policy
Endpoint Policy > Manage Policies

4+ Add £ Refresh Y % Clear Filters

Name T+ Endpoint Groups Y Endpoint Profile T$ Telemetry Gateway List Usage Count # Enableds
Student Policy ) All Groups Default Compliance-Gate 2
Oy fortilab. net

« Chromebook policy
= Assign endpoint profile to groups of Chromebook endpoints.
= This is available only if the EMS is configured to manage Chromebooks endpoints

FiERTINET

You can create endpoint policies to assign endpoint profiles and Telemetry gateway lists to groups of
Windows, macOS, and Linux endpoints. The Manage Policies page provides a comprehensive summary of
which endpoint policies are applied to which endpoint groups.

On the slide image, you can see that endpoints that belong to the domain fortilab.net group have the endpoint
profile and Telemetry gateway list configured in the endpoint policy. EMS pushes these settings to the
endpoint with the next Telemetry communication. In this example, endpoints in the fortilab.net group are
applicable for the Student Policy. EMS applies only the Student Policy to the group.

You can add, edit, delete, and enable or disable policy in the Manage Policies page.

You can also create Chromebook policies to assign endpoint profiles and Telemetry gateway lists to groups of
Chromebook endpoints. The Manage Chromebook Policies page provides a comprehensive summary of
which policies are applied to which groups within the Google domain. This option is only available if the EMS
for Chromebooks Settings option is enabled in EMS server.

Chromebook policies function identically to Windows, macOS, and Linux endpoint policies, except that they

are applied to Chromebook endpoints and can include only a Chromebook profile, not a Telemetry gateway
list.
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Endpoint Profiles—Default Profile

* When you install FortiClient EMS, a default profile is created
+ The default profile is designed to provide effective levels of protection

* There is only one default profile for:
+ Windows
* macOS

+ Linux endpoints
+ Chromebook has a separate default profile because of different supported features

* You can also edit the default profiles

« To edit the default profile for Chromebooks, click Endpoint Profiles > Local Chromebook
Profiles, and click the Default - Chromebooks profile.

« To edit the default profile for other endpoints, click Endpoint Profiles > Local Profiles, and click
the Default profile.

FiERTINET

When you install FortiClient EMS, a default profile is created. By default, this profile is applied to any groups
you create. The default profile is designed to provide effective levels of protection. There are separate default
profiles for Windows, macOS, and Linux endpoints and for Chromebook endpoints.

You can create and configure separate profiles for Windows, macOS, and Linux endpoints and for
Chromebook endpoints. You can also edit the default profiles as shown on this slide.

You can edit, to add, or remove settings in the default profile. You can also revert to the default settings by
clicking Revert to Default.
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Configure and Create Profiles

* To use specific features, such as application firewall, either create a new profile or
edit the default profile

+ Consider the following when creating profiles:
« Use default settings within a profile
« Consider the endpoint's role when changing the default profile or creating new profiles
« Create a separate group and profile for endpoints requiring long-term special configuration
= Use FortiClient EMS for all central profile settings, and set options for within the group
« EMS can only apply profile to a group

* In EMS you can create endpoint profiles to achieve desired settings

FiERTINET

The default profile is designed to provide effective levels of protection. To use specific features, such as
application firewall, create a new profile or edit the default profile.

Note that an individual FortiClient must belong to a group before the settings can be pushed to them.
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Configure and Create Profiles (Contd)

* Profiles to configure FortiClient
= Exclude any installation or uninstallation of FortiClient software on endpoints
« Only to configure FortiClient software on endpoints

« Disable FortiClient Deployment tab
EndpointProfiles > Manage Profiles > +Add

* Profiles to deploy FortiClient -

+ Must create a new profile to deploy FortiClient
* You cannot add a FortiClient installer to the default
profile

« Profiles to uninstall FortiClient o
« You can configure a profile to uninstall FortiClient «
from endpoints ==

FiZ:ATINET

You can create endpoint profiles to achieve desired settings, such as:

» Profiles to configure FortiClient: This type of profile excludes any installation or uninstallation of FortiClient
software on endpoints, and is used to configure FortiClient software on endpoints.

* Profiles to deploy FortiClient: You must create a new profile to deploy FortiClient to endpoints because you
cannot add a FortiClient installer to the default profile. You must also add FortiClient installers to FortiClient
EMS before you can select the installers in a profile. The selected FortiClient installer in a profile controls
which tabs are displayed for configuration in the profile. Only the tabs for the features in the selected
installer are displayed for configuration in the profile. For example, if the installer includes only the VPN
feature, only the VPN tab is displayed for you to configure. The System Settings tab is always displayed.
You can disable a feature included in the installer, then enable it later in the profile.

+ Profiles to uninstall FortiClient: You can also configure a profile to uninstall FortiClient from endpoints. You

must create a new profile for this configuration. You cannot use the default profile to uninstall FortiClient
from endpoints.
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Endpoint Profiles—Import Profiles

* Importing FortiGate web filter profiles
« You can import a FortiClient web filter profile into EMS

* Importing FortiClient profiles from FortiManager
» You can import web filter profiles from FortiManager into EMS

Endpoint Profiles > Manage Profiles > Import

FiERTINET

You can import a FortiClient web filter profile from FortiGate and FortiManager devices into EMS, then edit the
profile in FortiClient EMS to add a FortiClient installer or other configuration details.

To import profiles successfully from FortiOS to FortiClient EMS, the HTTPS port on FortiGate and
FortiManager must be open.

You need the IP address and port number of the FortiGate or FortiManager device from which the profile is

being imported. You also need a VDOM name from the FortiGate or FortiManager, if applicable; login
username; and password to connect.
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Endpoint Profiles
+ Creating profiles with XML + Creating profiles to automatically
+ You can configure FortiClient profile upgrade FortiClient
settings by using XML or a custom XML « You can create a profile to automatically
configuration file upgrade FortiClient to the latest patch
= The custom XML file mustinclude all release
settings required by the endpoint + Profile must be configured with an installer
Fi3ATINET

You can configure FortiClient profile settings in FortiClient EMS by using XML or a custom XML configuration
file. The custom XML file must include all settings required by the endpoint at the time of deployment.

Creating profiles to automatically upgrades the FortiClient. You can create a profile to automatically upgrade

FortiClient to the latest patch release. The profile must be configured with an installer that meets the following

requirements:

* The FortiClient installer was created in FortiClient EMS 1.2.0 or later.

+ The FortiClient installer was created with the latest FortiClient version available for selection in FortiClient
EMS at the time the installer was created.

* The FortiClient installer was created with the Keep software updated to the latest patch release option
enabled.
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Profile for Chromebooks

« Chromebook profiles support
« Web filtering by categories
+ Black and white lists
+ Safe search

* You can create different profiles and assign them to different groups in the Google
domain

* Default profile applies to any domains you add

* Viewing profiles
« Newly created endpoint profiles are listed under Endpoint Profiles in the left pane
+ You can view endpoint profiles and their settings

FiZ:ATINET

Chromebook profiles support web filtering by categories, black and white lists, and safe search. You can
create different profiles and assign them to different groups in the Google domain. When you install FortiClient
EMS, a default profile is created. This profile is applied to any domains you add to FortiClient EMS.

The search engine provides a safe search feature that blocks inappropriate or explicit images from search
results. The safe search feature helps block most adult content. FortiClient EMS supports safe search for
most common search engines, such as Google, Yahoo, and Bing.

The profile in FortiClient EMS controls the safe search feature.
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Managing Profiles

+ The profile settings are automatically pushed to the endpoints
+ Unassigned domain or workgroup gets default profile
* You can manage profiles from the Endpoint Profiles pane

* You can
« Edit profiles
= Clone profiles
+ Sync profile changes
+ Edit sync schedules
« Delete profiles

FiZ:ATINET

When you assign the profile using endpoint policy to domains or workgroups, the profile settings are
automatically pushed to the endpoints in the domain or workgroup. If you do not assign a profile to a specific
domain or workgroup, the default profile is automatically applied. After editing an existing profile assigned to
endpoints or domains, the changes are also automatically pushed to the endpoints or Chromebooks when you
save the profile.

When you clone a profile, all the content displays in the content pane, and you can save the cloned profile
with a new name.

For profiles imported from FortiGate or FortiManager, you can manually sync profiles so they are updated with
the latest changes from the FortiGate or FortiManager device that they were imported from. You can also edit
the sync schedule time.

You can also delete any newly created profile. But note that you cannot delete the default profile and not the
assigned profiles.
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Good job! You now know how configure endpoint policy and manage endpoint profiles.

Now, you will learn about endpoint profile references.
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Endpoint Profile References

Objectives
» Configure endpoint profile references

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in configuring endpoint references, you will be able to implement the settings
required to use endpoint references in your network.
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Profile Name

* Only the Web Filter and System Settings tabs are available for Chromebooks

* You can give a name to a profile

+ There are two display options for configuration
+ Basic
+ Advanced

EndpointProfiles > Manage Profiles > +Add

Advanced

Profile Name | |

£ & | 0 ®-0

FiERTINET

For Chromebooks, only the Web Filter and System Settings tabs are available. All other tabs are exclusive
to Windows, macOS, and Linux endpoints.

The Profile Name allows you to enter a name and select a display option. The Basic display option shows all
the GUI options. The Advanced display option enables the XML configuration tab to configure a profile using
XML. This option is available only for Windows, macOS, and Linux profiles.
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« Malware Protection
« Sandbox

« Web Filter

= Application Firewall
* VPN

« Vulnerability Scan

Profile References—Eye Icon

* In FortiClient version 6.2, the eye icon is added to the following features:

+ Use the eye icon to show or hide the features from the end user in FortiClient

%

This feature will be hidden

n FortiClient |

FiERTINET

In FortiClient version 6.2, the eye icon is added to the following FortiClient features:

* Malware Protection
» Sandbox

* Web Filter

* Application Firewall
+ VPN

* Vulnerability Scan

You can use the eye icon to show or hide the feature from the end user, in FortiClient. When you select hide,
the feature will still run in the background, but the endpoint user can not see it. It is very useful when
inspecting the traffic without the user's knowledge.
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Malware Protection

« On the Malware Protection tab, you can enable Antivirus Protection to see the
following sections and options:
« General Settings
* Real-Time Protection
+ On Demand Scanning
« Scheduled Scan
« Anti-Exploit
» Cloud Based Malware Detection
« Removable Media Access
« Exclusions
« Other

FiZ:ATINET

You can enable antivirus protection on FortiClient. Some options display only if you enable Advanced.

In the general settings, you enable or disable options that will block communication to known channels, block
access to malicious websites, and identify malware and exploits using signatures from FortiSandbox.

In real-time protection settings, FortiClient can take different actions on virus discovery. You can also select
file size and scan files accessed by a user or system process, such as read or write. On-demand scanning
integrates FortiClient into the Windows Explorer’ menu. You can pause scanning when a computer is running
on battery power, and automatically submit suspicious files to FortiGuard for analysis. You can also select
schedule type, scan type, and priority. You can also select removable media and network drives for scanning.

Antiexploit options enables the anti-exploit engine to monitor commonly used applications for attempts to
exploit known vulnerabilities. You can exclude applications from anti-exploit detection and enable system tray
notifications.

You can enable cloud-based malware outbreak detection. The cloud-based malware protection feature helps
protect endpoints from high risk file types from external sources, such as the Internet or network drives, by
querying FortiGuard to determine whether files are malicious.

You can also enable controlling access to removable media devices and file or folder exclusions from

antivirus scanning. The Other option enables scanning for rootkits, adware, riskware, email, media on
insertion, and advanced heuristics signature.

FortiClient 6.2 Study Guide 175



FortiClient Deployment and Provisioning Using FortiClient EMS

DO NOT REPRINT

EORTINIET

O\ 111N .
Sandbox Detection
+ On the Sandbox tab, you can enable Sandbox Detection
* Server Local Profiles > (Profiles Name) > Sandbox
« File Submission Options 5 o IEc 6 0-6-0C
+ Remediation Actions ol
+ Exceptions e == '
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You can enable Sandbox Detection on the FortiClient. Some options display only if you enable Advanced.

The following options are available:

» Server allows you to select FortiSandbox in the network, and file access options based on results.

* Inthe File Submission Options section, you can select file resources like removable media, network
drives, web downloads, and email downloads.

* Remediation Actions allows you to select the Quarantine or Alert & Notify action for infected files.

» Exceptions allows you to exclude files from trusted sources and specific files or folders.

In addition to configuring the options shown on this slide, you must also configure the connection to EMS on

the FortiSandbox. On FortiSandbox, click Scan > Devices, and search for and authorize EMS using its serial
number. You can find the EMS serial number on the System Information widget on the Dashboard.
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Web Filter

* You must enable FortiProxy to use web filter options
« Web Filter: Local Profiles > (Profiles Name) > Web Filter

« Enables Client Web Filtering When On-Net Web Filer @0 @
* You can select site categories from FortiGuard '
« You can select actions for entire site categories and
subcategories
Rate IP address
FortiClient requests site rating by URL and IP separately
Provides additional security against attempts to by FortiGuard
Configure action to take when FortiGuard is unavailable
Exclusion List
You can configure actions for specific URLs and URL types
It bypass action configured for site categories

o ©

CRRE R R T
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The Web Filter tab enables web filtering options. For Windows, macOS, and Linux profiles, you must enable
FortiProxy (Disable Only When Troubleshooting) on the System Settings tab to use the Web Filter.

General setting includes Client Web Filtering When On-Net that allows FortiClient to perform web filtering
even when it is on-net with FortiGate in the network also configured with a web filter profile. This option is
available only for Windows and macOS profiles. This setting affects the Block Access to Malicious
Websites setting in AntiVirus protection.

The Log All URLs enables logging for all URLs access by endpoint user. You can also enable Log User
Initiated Traffic to include user information in web filtering logs.

The Show Bubble Notification When HTTPS Site Is Blocked enables the showing of a bubble notification
when HTTPS site is blocked and select Enable Web Browser Plugin for HTTPS Web Filtering to improve
detection and enforcement of Web Filter rules on HTTPS sites.

You can also enable the safe search option for search engines like Google search or YouTube.
Site Categories option enables site categories from FortiGuard. When site categories are disabled,
FortiClient is protected by the exclusion list. For all categories below, you can configure an action for the

entire site category by selecting either Block, Warn, Allow, or Monitor. Each site category is shown in this
slide image.
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Web Filter (Contd)

* Create an exclusion list with actions:

« Allow
» Block
« Monitor

Local Profiles > (Profiles Name) > Web Fiiter

» Filter URL and resolve |IP address at the same time

+ FortiClient is protected by the exclusion list when no site categories are enabled

daresses @

@ RateIP A

@ = Allow websites when rating ermor occurs

Exclusion List @

Aa Simple: Perform a case-insensitive malching against URLs
7" Wildeard: ?
.* Reguiar Expression: Use Perl Compatible Regular Expressions (PCRE) to

@~ www facebook.*

matches any characler once. For exampie, the pattem 123222 will match 123a or 123

perform maiching against URLS.

e . but not 123abcdef * matches zero or more characters

FiERTINET

In Rate IP Addresses, you can filter URLs and resolved IP addresses at the same time and select the action

for rating errors.

Note that if you enable the Allow websites when rating error occurs option, FortiClient will block all URLs,
including the captive portal authentication page. This will prevent users from getting access to the

authentication page.

The Exclusion List option allows you to select an action, and enter specific URLs and their type, such as

simple, wildcard, or regular expression.

FortiClient 6.2 Study Guide

178



FortiClient Deployment and Provisioning Using FortiClient EMS

DO NOT REPRINT

CODRTINET
TN TTINLC 1

Application Firewall

« Enable Application Firewall to enforce application control on endpoints
« Enables notification when applications are blocked
« Inspects network traffic for intrusions
« Enables FortiClient firewall to allow, block, or monitor applications

« Uses signatures to identify applications R R o = ;
« Applications are divided in to categories . __a_l > {rofiie Name) = Appt cation_l re“'

Replcaton Frowai @0 @
« Actions you can take:
- Block T
* Allow _—
* Monitor .
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Application Firewall tab enables or disables application control.

In the General section, you can enable bubble notifications for blocked applications. You can also enable the
inspection of network traffic for intrusions attempting to exploit known vulnerabilities.

In the Categories section, you can select the following actions on the categories shown in this slide image:

* Block
« Allow
e Monitor

The Application Overrides option allows FortiClient firewall to allow, block, or monitor applications based on
their signatures. You can delete an application and add a signature to an application.
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* Enables VPN provisioning Local Profiles > (Profile Name) > VPN

* Supports IPSec and SSL VPN ot

+ Allows you to add VPN tunnels =

+ Disable option to connect/disconnect

* You can enable SSL VPN DNS cache server |
control

*+ |IPSec can use Windows Store Certificates

+ Configure basic and advanced VPN settings
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The VPN tab enable or disable VPN use on endpoints. There are general and specific VPN type settings
available to configure.

General section allows you to enable or disable various VPN related settings. You can also select a maximum
number of attempts. These options are applied to both SSL and IPSec VPN.

SSL VPN includes DNS Cache Service Control setting. You can select to disable, leave unchanged, or
restart the DNS cache control service. You can also override the DNS server to SSL VPN DNS |P.

You can also enable or disable different IPSec VPN options that are shown in this slide image.
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VPN

* VPN Tunnels VPN > +Add Tunnel > SSL VPN
* You can add IPSec or SSL VPN profiles =
» There are basic and advanced settings
« SSL VPN - "
EEXT

« You can add multiple remote gateway IPs
« Default access port is 443

« Select certificate for additional security

« On connectand on disconnect script . 5

* [IPSec VPN VPN > +Add Tunnel > IPSec VPN
» You can add multiple remote gateway IPs T -
« Authentication method
+ VPN settings
« Phase1 and 2 settings ———
« On connect and on disconnect script _ -
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You can add VPN profiles for both SSL and IPsec.

The SSL VPN settings includes remote gateway IP, SSL port number, and options to request the certificate
and prompt for the user name. There is also an option to enter connect and disconnect scripts, which needs to
be enabled on FortiGate.

The IPSec VPN settings includes remote gateway IP, authentication method, pre-shared key (if Pre-Shared
Key is selected for Authentication Method), and prompt username. You can select the IPsec mode (Main or
Aggressive), options such as Mode Config, Manual Set, or DHCP over IPSec, DNS server, and so on in the
VPN Settings pane.

You can also configure phase 1 and phase 2 settings. You can select the encryption and authentication
algorithms used to generate keys for protecting negotiations and add encryption and authentication algorithms
as required, and algorithms that will be proposed to the remote VPN peer. You need to select a minimum of
one and a maximum of two combinations. The remote peer or client must be configured to use at least one of
the proposals that you define.
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Vulnerability Scan

e 2 : Local Profiles > (Profile Name) >
+ Vulnerability Scan tab enables scanning on endpoints Vulnerability Scan

= Scanning on connecting to FortiGate

= Scan for OS and vulnerability signature updates
« Configure automatic maintenance

= Configure scheduled scans

« Configure automatic patching

+ Create exclusion list

0000

jimai] e |
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You can select vulnerability scan for endpoints upon connecting to a FortiGate, updating a vulnerability
signature, and for OS updates.

You can also select Enable Proxy setting to enable proxy.
Automatic Maintenance setting allows you to configure the vulnerability scan to run as part of Windows
automatic maintenance. Adding FortiClient vulnerability scans to the Windows automatic maintenance queue

allows the system to choose an appropriate time for the scan.

You can also schedule scans. In the Schedule Type drop-down list, you can select Daily, Weekly, or
Monthly. In the Scan On field, you can configure the day the scan will run. This setting applies if the
schedule is Monthly. You can also specify the time the scan will start.

Automatic Patching allows patches to installed automatically when vulnerabilities are detected. You can
select patch severity level such as Critical, High, Medium, Low Or A11.

Exclusions allows you to exclude applications, the option are shown in this slide image. These options do not
exclude applications from vulnerability scanning.
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System Settings

+ Use the options in the System Settings tab to define the appearance of the user
interface

« Ul
« Dashboard banner
* Lock password
+ Backing up FortiClient configuration
* Hide system tray
« Language

= Specify FortiClient log settings
+ Select log level

Local Profiles > (Profile Name) > System Settings

System Settings

« Select feature for which logs will be generated iy
« Select logs upload to FortiAnalyzer/FortiManager o
* Proxy B i
* Use proxy server for FortiGuard updates and virus oo gt Farsdnn sz O
submission
L]
[ [ oo |
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The majority of these configuration options are available for only Windows, macOS, and Linux profiles.
Options such as Upload Logs to FortiAnalyzer/FortiManager are available for all endpoints. Some options
are available only when you enable the Advanced view.

Ul section specifies how the FortiClient user interface appears when installed on endpoints.

The Log section specifies log settings such as Level and Features for which logs will generate. There are
different log levels available for FortiClient. This include Info, Emergency, Alert, Critical, Notice,
Debug, and so on.

You can also select Client-Based Logging When On-Net, this includes local log messages when client is
on-net and Upload Logs to FortiAnalyzer/FortiManager. This will require the IP address of the
FortiAnalyzer/FortiManager and other settings such as upload schedule, log generation timeout, and log
retention policy in days. You can also select to upload event logs from FortiClient endpoints.

The Proxy section allows you to enable access to FortiGuard servers and submit virus to FortiGuard using
the configured proxy. You can select proxy type, IP, port, username, and password.
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System Settings (Contd)

Local Profiles > (Profile Name) >
+ Update System Settings

« Specify whether FortiManager or Micro-FortiGuard server updates FCT|™
« Enables FortiClient software update Gt
« Select update action, scheduling, and server location

* FortiProxy J—
« You must enable FortiProxy to use the web filter options

as well as some antivirus options . i

« Enables HTTPS Proxy to inspects https traffic Ll

= Email server and client comforting o

* Endpoint Control
« Specify settings for endpoints
» You can enable
* Show Bubble Notifications e
- Silent registration i .
+ On-Net Subnets e
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In update section, you can specify whether FortiManager or Micro-FortiGuard Server is used for FortiClient
updates. You can also select FortiClient software updates, the update schedule, and FortiGuard server
location.

You must enable FortiProxy to use the web filter options as well as some antivirus options. You can enable
HTTPS Proxy. If disabled, FortiProxy no longer inspects HTTPS traffic. It also enables other useful options
that are shown in this slide image.

The Endpoint Control section specifies the settings for endpoint. You can refer to this slide image for all the
options available.
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System Settings and XML

« Other Local Profiles > (Profile Name) > System

Setti
« Enable to select and install a CA certificate on endpoints e
« Select to enable single sign-on (SSO) mobility agent B
- i0S [ssn | ovcmcomoe
« Enable and browse for .mobileconfig file to distribute the configuration profile

* Privacy
« Send usage statistics to Fortinet to improve product

« XML Configuration
« Use XML editor to configure FortiClient settings

FiERTINET

The Other section enables CA certificate installation on the client. You can add certificates on the Manage
CA Certificates pane. It also enables SSO mobility Agent for FortiAuthenticator. To use this feature, you

need to apply a FortiClient SSO mobility agent license to your FortiAuthenticator device.
The iOS option allows you to upload .mobileconfig file to distribute the configuration profile.

In XML Configuration tab you can configure FortiClient options and settings in XML format.
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Good job! You now understand how to use endpoint profile references.

Now, you will learn about managing installer and profile components.
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Managing Installers and Profile Components

Objectives

* Understand deployment packages
* Understand FortiClient installers

* Manage CA certificates

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in working with deployment packages, installers, and profile components, you
will be able to create deployment packages, installers, and manage CA certificates on EMS.
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Deployment Packages

+ Use to deploy FortiClient to endpoints

* Deployment packages include:

« FortiClient installer, which determines release and patch
+ FortiClient features to be installed on the endpoints

* You can specify FortiClient features to include and then disable them later in a
profile

* You can not edit the deployment package

+ To add a package you can select Manage nstallers> Deployment Packages
« \ersion m- :.vu.on' N At Upaae [———
« General
« Features
= Advanced

« Telemetry

Enopoant Frosss

Managed oy EM3S
Aulo Registaten
Deskiep Sharcut

Start Mesu Shorteut
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You can create deployment packages to deploy FortiClient to endpoints. Deployment packages include the

FortiClient installer, which determines the FortiClient release and patch to install on the endpoint, as well as
which FortiClient features are installed on the endpoint. Deployment packages can also include a Telemetry
gateway list for connection to a FortiGate.

You can also specify what FortiClient features to include in the deployment package for the endpoint. You can
include a feature in the deployment package, then disable the feature in the profile. Because the feature is
included in the deployment package, you can update the profile later to enable the feature on the endpoint.

After you add a package to the EMS, you can not edit it. You can delete the package and edit the deployment
package outside of the EMS and then can add the edited deployment package to the FortiClient EMS. When
adding a package you can select an installer type, release version, patch, and enable FortiClient to
automatically update to the latest release, and installer's name and notes.

In Features section, you can select options to enable Security Fabric Agent (enabled by default and can’t be
disabled); secure success (SSL and IPSec VPN); APT, and additional security features such as antivirus
protection, web filtering, SSO agent, and cloud-based malware detection.

The Advanced section allows you to enable automatic registration, desktop shortcut, installer ID, and
endpoint profile. In Telemetry, you can see the EMS hostname and IP address. You can also select
Telemetry gateway list to connect to FortiGate (Security Fabric).

You can view the deployment packages in the Deployment Packages pane. You can view more details or
delete packages in the Deployment Packages pane.
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FortiClient Installers

« FortiClient installers are available from:
* FortiGuard
« Custom FortiClient installers

+ FortiGuard Distribution Network (FDN)
+ FortiClient EMS automatically connects to FDN
« To provide access to FortiClient installers you can use with deployment packages
» Download manually if no connection to FDN

» You can download installer to use from these locations:
* https://support.fortinet.com

Manage Installers > FortiClientinstallers

Hame Varsions Type

FiERTINET

FortiClient EMS automatically connects to FDN to provide access to FortiClient installers that you can use
with FortiClient EMS profiles. If a connection to FDN is not available, you must manually download FortiClient
installers to use with FortiClient EMS.

You can download FortiClient installers to use with FortiClient EMS from Fortinet Support site.
After you add a FortiClient installer to FortiClient EMS, you cannot edit it. You can delete the installer from

FortiClient EMS, and edit the installer outside of FortiClient EMS. You can then add the edited installer to
FortiClient EMS.
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Custom Installers

 Adding custom FortiClient installers
* You can create a custom installer and add to FortiClient EMS
« Manually download and add to EMS if no connection to FDN

+ Option to select Windows or Mac OS installer Manageinstallers > FortiClientInstallers > +Add
- Supports both .msi or .zip files for Windows
» Supports .dmg files for macOS i

« You can not upload FortiClient free VPN client installer |

Upload Windows Installers

Windows 84-Bit Installer (ZIP or MSI)

Browse..

Windows 32-Bit Installer (ZIP or MSI)

Browse..

Upload Mac Installer

FiERTINET

You can create a custom FortiClient installer and add it to FortiClient EMS. Alternately, if a connection to FDN
is not available, you may need to manually download a FortiClient installer and add it to FortiClient EMS.

There are options to select Windows or Mac installer. Windows installers must be MSTI or ZzIP files and
macOS must be DMG files. You cannot upload the FortiClient free VPN client installer.

After you add FortiClient installers to FortiClient EMS, you can view them in the FortiClient Installers pane.
By default, this page lists installers from FortiGuard first, then from uploaded installers. The following
information is displayed for each installer:

*+ Name

» Versions

* Type
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Managing CA Certificates

* You can upload or import CA certificate into FortiClient EMS
* You can upload locally by browsing to the file FESHES SIS NuR.= S

* Importing certificate from FortiGate requires profile components > Manage CA Certificates = import
+ FortiGate IP address
+ VDOM
+ Login username
« Login password

FiERTINET

You can upload or import CA certificates into FortiClient EMS. You can upload CA certificates locally. To
import a certificate from FortiGate, you need FortiGate’s login details.

FortiClient EMS uses FortiGate’'s HTTPs port to import certificates.
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Good job! You now know how to manage deployment packages and installers.

Now, you will learn about telemetry gateway lists.
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Telemetry Gateway Lists

Objectives
* Create and view telemetry gateway lists
» Export gateway lists to XML

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in creating, viewing, and exporting gateway lists, you will be able to work with
them in your network.
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Manage Gateway Lists

+ Useful when using EMS integrated with FortiGate

+ FortiClient uses gateway lists to try and connect telemetry to FGT or EMS

* You can create a gateway list that contains multiple FortiGate IP addresses
+ FortiClient searches for an IP address and connects

* |P address search moves from top to bottom

+ After you create and save you can export gateway list in XML format
Telemetry Gateway Lists > Manage Telemetry Gateway Lists

Telemetry Gateway List

 De
oo

FiZ:ATINET

Gateway lists are useful when using FortiClient EMS integrated with FortiGate. If you are using EMS only,
then you’re not required to use a gateway list. You can create a gateway list that contains IP addresses for
multiple FortiGate devices. FortiClient searches for IP addresses in its subnet in the gateway IP list, and then
connects to the FortiGate that is in the same subnet as the host system. If FortiClient cannot find any
FortiGate devices in its subnet, it attempts to connect to the first reachable FortiGate in the list, starting from
the top. The order of the list is maintained as it was configured in the gateway list.

You need all the information that are shown in this slide image to create a gateway list.

After you create and save a gateway list, the Export XML button appears, and you can export the list to a
configuration file in XML format.

You can select gateway lists in endpoint policies. When you assign the IP list, and the FortiClient Telemetry
data connection process has started, the endpoint connects to a FortiGate device or EMS, based on the
gateway list.
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Good job! You now understand telemetry gateway lists.

Now, you will learn about compliance verification rules.
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Compliance Verification Rules

Objectives

* Understand compliance verification rules
* Manage tags

» Configure FortiOS dynamic policy

» Understand fabric device monitor

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in compliance, tags, and FortiOS viewing, you will be able to create
compliance verification rules for endpoints.
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Compliance Verification Rules

* You can create compliance verification rules for Windows, macOS, and Linux

en d pO | nts CDmplianoe Verification= Ccnmplianoe VerificationRules
« |t is based on: _
« OS versions "
* Logged in domains e [ e |
* Running processes
+ File
« Registry key
+ Certificate
* Vulnerable devices

(=] —]
+ EMS uses the rules to dynamically group endpoints

* FortiOS use the dynamic endpoint groups to build dynamic policy rules

FiZ:ATINET

You can create compliance verification rules for Windows, macOS, and Linux endpoints based on their OS
versions, logged in domains, running processes, and other criteria. EMS uses the rules to dynamically group
endpoints. FortiOS 6.2.0 and later versions can use the dynamic endpoint groups to build dynamic policy rules
to enforce access control based on EMS compliance rules.

The rules are based on the following:

The OS Versions option allows you to select OS version. Endpoint must installed with selected OS.

The Logged in Domain option allows you to add domain name. Endpoint needs to belong to that domain
to satisfy the rule.

In Running Processes, you can enter a process name. You can also use the NOT option to indicate that
the rule requires that a certain process is not running.

The File option allows you to enter a file path. You can enter multiple files and use the NOT option to
satisfy the rule.

The Registry Key option allows you to use the registry key value for compliance. You can use the NOT
option and the endpoint must satisfy all conditions to satisfy the rule, if there are multiple values.

In the Certificates option, you can enter the subject and issuer from CN fields of certificate. You can add
multiple certificates and use the NOT option. The endpoint must satisfy all conditions to satisfy rule.

The Vulnerable Devices option allows you to select severity level. The endpoint is considered as
satisfying the rule if it has vulnerability with severity level, configured in the rule.

The following occurs when using compliance verification rules with EMS and FortiClient:

EMS sends compliance verification rules to endpoints through Telemetry communication

FortiClient checks endpoints using the provided rules and sends the results to EMS.

EMS receives the results from FortiClient.

EMS dynamically groups endpoints together using the tag configured for each rule. You can view the
dynamic endpoint groups in Compliance Verification > Host Tag Monitor.
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Compliance Verification Rules (Contd)

* You can add, edit, and delete rules
« To add a rule, click + Add on the Compliance Verification Rules page

* You can select Compliance Verification > Compliance Verification Rules
« Name = Manage Tags + Add | £ Refresh
» TOggle status Name 0os Feature Value Assignto Tag Status
+ Type
* Rules Type
+ Tag

» To edit or delete, select the desired rule and click Edit or Delete

FiERTINET

You can create, edit, and delete compliance verification rules for Windows, macOS, and Linux endpoints. You
can also view and manage the tags used to dynamically group endpoints. When creating rule, you can select:
*+ Name

+ Toggle status

* Type

* Rules Type

+ Tag

When creating rules, the value that you select in the Type field for Windows, Mac, or Linux can affects what
rule types that are available.
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Compliance Verification Rules (Contd)

* Manage Tags
+ Displays all configured tags and the rules
that apply the tags
* Host Tag Monitor
= View all dynamic endpoint groups based on
the tag configured for each rule

Compliance Verification> Compliance Verification Rules

= Manage Tags

Tag Name Rules
WIN10 Windows 10 endpoints
1 entry loaded

Compliance Verification> Host TagMonitor

Endpaint Usor os [ Tagged on

DESKTOP-8K1R2ZVS . Microsoft Windows 10 .. 10.0.1,102 2019-10-02 18:19:43

WIN-SFSMP49QJOC M,,._:.,.s,_.m, Microsoft Windows Se... 10.0.1.100 2019-10-02 18:19:42

FiERTINET

The Manage Tags window displays all configured tags and the rules that apply to the tags to endpoints that
satisfy the rule. You can delete tags that do not have any rules attached.

You can view all dynamic endpoint groups in Host Tag Monitor. EMS creates dynamic endpoint groups
based on the tag configured for each rule.

You can also view the FortiGates that are part of the dynamic access control in Compliance Verification >
Fabric Device Monitor.
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Compliance Verification

* You can configure FortiOS dynamic policies using EMS dynamic groups
« Use FSSO protocol
« Agenttype fortiems supports SSL
« Imports trusted certificates
« EMS sends update to FortiOS when there is a change to groups
« Only supportedin FortiOS 6.2.0 or later version

« Fabric Device Monitor
= View all FortiGates that are connected using the FSSO protocol
» Information includes
+ |P address
* FortiOS version installed
* Last sync time between FortiClient EMS and the FortiGate
= Dynamic endpoint groups shared with the FortiGate device and the number of endpoint in each group
= EMS can connect to maximum of three FortiGates at a time

FiZ:ATINET

You can configure FortiOS to receive the dynamic endpoint groups from EMS through the FSSO protocol,
using the new fortiems FSSO agent type, which supports SSL and imports trusted certificates. When a
change to the dynamic endpoint groups occurs, EMS sends the update to FortiOS, and FortiOS updates its
dynamic policies accordingly. This feature is only available for FortiOS version 6.2.0 or later.

The following configuration is necessary for this feature:

1. InFortiClient EMS, create compliance verification rules.

2. After Telemetry communication has occurred between EMS and FortiClient, ensure that EMS has

dynamically grouped endpoints based on the compliance verification rules.

3. InFortiOS, configure the following options to allow FortiOS to pull dynamic endpoint groups from EMS:
» Create the fortiems FSSO agent.
+ Configure EMS FSSO groups.
+ Create a user group based on EMS dynamic endpoint group tag.

4. In FortiOS, create a dynamic firewall policy for the user group.

When a dynamic endpoint group event occurs (such as an endpoint being added to or removed from a
dynamic endpoint group), EMS sends the updates to FortiOS. FortiOS updates firewall policies accordingly,
providing dynamic access control based on endpoint status. EMS can be connected to a maximum of three
FortiGates at a time using the FSSO protocol

On the Fabric Device Monitor page, you can view all FortiGates that are connected to EMS using the FSSO
protocol. EMS can be connected to a maximum of three FortiGates at a time via the FSSO protocol.
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Understand FortiClient EMS operation modes

Understand deployment methods and types

Prepare the AD server and Windows endpoint for deployment
Understand endpoint policy

Configure, edit, and manage endpoint profiles

Configure endpoint profile references

Understand deployment packages and FortiClient installers
Manage CA certificates

Create and view telemetry gateway lists

Understand compliance verification rules and manage tags
Configure FortiOS dynamic policy and understand fabric device monitor

BT < < 4 N %S

This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned how to use FortiClient EMS operation modes,

endpoint policy and profiles, profile references, and components. You also learned about deployment types,
gateway lists, and compliance verification rules.
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In this lesson, you will learn how to diagnose and troubleshoot FortiClient issues and FortiClient EMS issues.
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In this lesson, you will learn about the topics shown on this slide.
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How to Approach FortiClient Issues

Objectives
* Approach and troubleshoot FortiClient and FortiClient EMS issues

After completing this section, you should be able to approach and troubleshoot FortiClient and FortiClient
EMS issues.

By demonstrating competence in approaching and troubleshooting FortiClient issues, you will be able to solve
FortiClient and FortiClient issues.
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Approaching FortiClient Issues—Methodology

* Gather information to dissect the problem
» FortiClient version
« Check minimum system requirements
« Conflicting software—third-party antivirus software Gather
« New installation causing issues?
+ Did it ever work?
« Existing installation—possible interference Analyze
+ Was it working fine before?
= Any changes to workstation or mobile device?
* Any changes to FortiClient configuration? Select
* Network changes
« Connecting location

Implement
and review

FiERTINET

Before you can resolve a FortiClient issues, you need to identify the issue by gathering information to pinpoint
and define it.

For example, if the issue is registering FortiClient to FortiGate or FortiClient EMS, ask and answer the
following questions:
Has the registration process ever worked? Is the existing installation not working?

If the answer to these questions is yes, check for possible changes, such as changes to the device (OS
updates, changes to administrator permissions), connection location (working from the office but not from
home), and configuration and network changes.

Now you know the exact nature of the problem: FortiClient is not registering from home. The next step is to
analyze the problem, which leads to possible opportunities to resolve the issue.
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Approaching FortiClient Issues—Methodology (Contd)

 Analysis
« Test on different workstation or mobile device
« Other users having similar problems
« Expected behaviour Gather
« Different behaviour
* Reproducibility—always, random, unable to duplicate

+ Possible solutions .
» List all possible options
« Evaluate options in lab
* Document

* Implementation plan
« Backup plan

Select

Implement
and review

* Implement and review the results
= Monitoring and evaluation

FiERTINET

The analysis phase requires testing, checking, and comparing with other users to determine if they are
encountering similar issues.

Once it is determined that other users are encountering similar problems, further dissect the issue. By
comparing the expected results with your results. Find out if the issue is reproducible. These actions result in
a list of possible solutions that you can evaluate in the lab.

Remember, there might be multiple ways to resolve an issue. You should always document each of possible

solution. You should also create a backup plan before implementing a solution, in case you need to revert to a
previous state.

Once you implement a solution, monitor and review the results.
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Good job! You now understand how to approach FortiClient issues.

Now, you will learn about FortiClient EMS issues.
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Common Issues With FortiGate and EMS

Objectives

* Understand the diagnostic steps to resolve issues between
FortiClient, FortiClient EMS, and FortiGate

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in taking diagnostic steps, you will be able to diagnose and resolve common
issues between FortiClient, FortiClient EMS, and FortiGate.
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FortiClient Registration

+ FortiClient can use a gateway IP address to connect FortiClient Telemetry to
FortiGate or EMS

+ FortiClient automatically launches and connects Telemetry to the EMS server after
installation

* You can also manually enter the EMS IP address

+ FortiClient only registers to a FortiGate if all of the following is true:
« FortiClient is registered to EMS
« FortiClient has received a Telemetry gateway list from EMS

« EMS has allocated a Fabric Agent license seat to the endpoint. A Fabric Agent license is required
to register to the FortiGate

« If FortiClient becomes unregistered from EMS, it also becomes unregistered from the FortiGate

FiZ:ATINET

FortiClient can use a telemetry gateway IP address to connect FortiClient Telemetry to FortiGate or EMS.
After FortiClient software installation completes on an endpoint, FortiClient automatically launches and
connects telemetry to the EMS server that created the installed deployment package. You can also manually
enter the EMS IP address.

FortiClient only registers to a FortiGate if all of the following is true:

» FortiClient is registered to EMS.

» FortiClient has received a Telemetry gateway list from EMS.

+ EMS has allocated a Fabric Agent license seat to the endpoint. A Fabric Agent license is required to
register to the FortiGate.

+ If FortiClient becomes unregistered from EMS, it also becomes unregistered from the FortiGate

Note that FortiClient uses the same process to connect Telemetry to EMS after the FortiClient endpoint
restarts, re-joins the network, or encounters a network change.
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FortiClient and FortiGate

* Registration issues:
« [P and listening port on FortiGate or FortiClient EMS
« Interface setting on FortiGate

+ FortiClient logs:
+ Settings > Logging > Export logs

* FortiGate CLI commands:
* diagnose endpoint record-list <ipvé4-address> <any>

FiERTINET

If FortiClient is not able to register to on FortiGate, make sure that the firewall or another program is not
blocking the FortiGate interface IP and port 8013. Check the interface setting on FortiGate to make sure
FortiTelemetry is enabled on the interface.

In the example logs shown on this slide, FortiTelemetry is not enabled on FortiGate and, because of that,
FortiClient is not able to find FortiGate. You can capture packets on the local PC to make sure packets are
routed toward FortiGate, or run the sniffer on FortiGate to verify the traffic flow. Make sure to check the
interface settings on the FortiGate.

Once FortiClient access is enabled, FortiClient detects FortiGate and preregisters on FortiGate, whereas
FortiGate verifies, registers, and applies the correct FortiClient profile.

You can run endpoint commands to verify the endpoint record and registration on FortiGate.

The diagnose endpoint record-list command provides the IP address, online status, user, host
OS, and so on, for the FortiClient endpoint.
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FortiClient and FortiGate

+ Fortigate endpoint compliance diagnostic commands
* diagnose endpoint record-1list <optional source IPv4>
* diagnose endpoint record-summary
» diagnose endpoint record-delete <optional source IPv4>
* diagnose endpoint information
* diagnose endpoint filter
*» diagnose endpoint telemetry keepalive-timestamp
* diagnose endpoint telemetry ssl-session-timeout
* diagnose endpoint telemetry skip-forticlient-system-update
* diagnose endpoint avatar
* diagnose endpoint ec-shared
* diagnose endpoint fctems-queue-complete-calls
* diagnose endpoint fctems-test-connectivity <fctems>

FiERTINET

This slide shows some other useful CLI diagnostic commands on FortiGate. Here is the description of all the
commands:

* record-list command lists endpoint records.

* record-summary command lists the summary of endpoint records.

* record-delete command deletes endpoint records.

* Information command displays latest endpoint related information.

* Filter command applies debug filter to fcnacd process.

* avatar command displays FortiClient avatar.

* ec-shared command displays FortiClient shared record.

*+ fctems-queue-complete-calls command adds complete (un)quarantine call(s) to FCNACD EMS
queue.

*+ fctems-test-connectivity command is used to do connectivity test for FortiClient EMS.
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FortiClient and FortiClient EMS

« Common issues
« Unable to detect computers automatically
« Unable to install, uninstall, or deploy changes

+ Common causes
« Computer browser services
« Account permissions
« Confirm required ports and Windows services are enabled

* Dashboard widgets

« Alerts and log messages  ‘Aletticen
+ Common alerts
* New version of FortiClient is available
* FortiClient deployment failed

17.30:51 FortiClient version 6.0.5 (Windows) is available for deployment

+ Failure to check for signature updates
* Error encountered when downloading AD server entries
= Error encountered when scanning for local computers

FiZ:ATINET

Multiple dependencies and various factors can be involved when troubleshooting FortiClient and FortiClient
EMS issues. Common issues can be that FortiClient is unable to automatically detect any computer running
Microsoft Windows, that you are unable to install or uninstall FortiClient from the host machine, or that you are
unable to deploy changes using FortiClient EMS. You can resolve these issues by verifying the computer
browser services, account permissions, and ports and services enabled for EMS.

1.

Computer browser services automatically detects Microsoft Windows computers within the same local
network. Make sure computer browser services are running. For example, if the FortiClient EMS is
installed on Windows 2012 R2, on which, computer browser service is disabled by default, FortiClient
EMS will not detect computers on the same network, even if they are available.

Account permissions are required. Make sure the server and client have the correct account permissions
to deploy the changes. For example, the administrator needs the correct permissions to create or deploy
the changes on FortiClient EMS.

Confirm required ports and Windows services are enabled on EMS. FortiClient EMS uses many ports and
services in order to communicate with clients and servers running associated applications. Make sure
these ports and services are enabled for use for FortiClient EMS. On the client side, make sure Task
Scheduler is set to Automatic, Windows Installer is set to Manual, and Remote Registry is set to
Automatic.

FortiClient EMS has several dashboard widgets that provide information about managed clients and their
current statuses. You can view alerts generated by FortiClient EMS by clicking the bell icon in the toolbar,
which shows you generated alerts. An example of a common alert is “New version of FortiClient is available”.
Note that configuration changes to FortiClient are always pushed by EMS. FortiClient only send telemetry
data for status updates.
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FortiClient and EMS Issues—View Logs

* Logs messages
+ Filter logs by date/time, level, source, and messages

Administration> Logs
e i Engine/signature update
= : Console—profile and telemetry
o o gateway list creation
o= e
162 @ in
: Deploymentservice
pag
= = .

FiERTINET

You can view the logs on FortiClient EMS using the Logs page. You can filter logs by using various
parameters, such as date/time, log level, source (such as EMS Service, Update Service, AD Service), and

messages.

In the example shown on this slide, the logs provide detailed messages about the event occurred, which you
can use to troubleshoot the issues with FortiClient and FortiClient EMS. You should change the log level to

Debug.
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On-net/Off-net Status—FortiGate and EMS

« Endpoint must connect FortiClient Telemetry to FortiGate and EMS

FortiClient determines on-net, off-net, or offline status

Endpoint is behind FortiGate and receives DHCP option 224 with serial number
from FortiGate DHCP server

* If no option 224, FortiClient specifies status based on EMS on-net/off-net settings
If no EMS settings, FortiClient specifies status based on on-net subnets from EMS
FortiClient sends the specified on-net/off-net status to EMS

FiZ:ATINET

When FortiClient connects Telemetry to EMS and to FortiGate, FortiClient calculates on-net/off-net
information. The following examples show how FortiClient determines the endpoint status:

* The endpoint has an on-net status when the endpoint is behind a FortiGate and receives option 224 with
the FortiGate serial number. In this case, FortiGate is the DHCP server, and FortiGate checks that the
serial number matches its own serial number.

+ If option 224 is not received or there is no match with the currently registered serial number, FortiClient
determines on-net/off-net status based on the DHCP on-net/off-net setting in EMS.

+ If there is no EMS setting, FortiClient determines on-net/off-net status based on the on-net subnets
received from EMS.

» FortiClient sends the specified on-net/off-net status to EMS.
Note that you must remove the on-net subnet setting from FortiClient XML manually, before configuring on-

net using EMS. When FortiGate and EMS are integrated, the primary FortiClient Telemetry connection is to
FortiGate, and FortiGate calculates the status.
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* FortiClient EMS only

Disabled

Enabled
Enabled

Disabled or enabled

Disabled

Disabled
Disabled

Enabled, with subnet
configured. Endpoint IP address
is in the configured subnet

On-net/Off-net Status—EMS Only

Not configured
Configured

Configured or not

+ The following table shows how various configurations specify the endpoint status:

EMS DHCP onnet/offnet EMS On-net Subnets setting Option 224 serial number Resulting endpoint status
setting

When on-net subnets are not
configured, on-net/offnet status is
related to the endpoint's online/offine
status (whether it is connected to EMS).
An online status causes the endpoint to
be on-net, while an offline status causes
the endpoint to be off net.

Same as above

On-net

Since Option 224 is

configured with a Fortinet device's serial
number, EMS assumes FortiClient is
on-net with that FortiGate.

On-net
The endpoint is inside the on-net
networks configured in On-Net Subnets.

Disabled or enabled Enabled, with subnet Configured or not Off-net
configured. Endpoint IP address The endpoint is outside the on-net
is not inthe configured subnet. networks configured
in On-Net Subnets
F::RATINET et Ine A Bicht

When FortiClient connects Telemetry to EMS only, DHCP onnet/offnet and on-net Subnets settings in EMS
affect on-net/off-net status. The table on this slide shows how various configurations specify the endpoint
status when FortiClient Telemetry is connected to EMS.

The following examples show how endpoint status is specified when FortiClient is connected to EMS only:

» The endpoint has an offline status when the endpoint cannot connect FortiClient Telemetry to EMS and is
outside one of the on-net networks

» The endpoint has an offline on-net status when the endpoint cannot connect FortiClient Telemetry to EMS
but is inside one of the on-net networks

Note that on-net subnets have higher priority over other settings. In addition, EMS does not compare the

option 224 serial number. As long as the endpoint has the serial number, EMS assumes the endpoint is
behind FortiGate and is on-net.
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Good job! You now understand the diagnostics steps involved in resolving common issues between FortiClient and

FortiClient EMS.

Now, you will learn about FortiClient components and troubleshooting.
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FortiClient Troubleshooting

Objectives
* Understand FortiClient components on Windows

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiClient components and troubleshooting, you will be able to resolve
issues on the Windows operating systems.
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Troubleshooting—Installation Directory

+ Default FortiClient installation directory
+ Windows 32 bit— C:\Program Files(x86)\Fortinet\FortiClient
« Windows 64 bit— C:\Program Files\Fortinet\FortiClient

+ Created during installation time
* Removed during uninstall
* Protected by FortiShield

* Does not contain drivers (sys) files
« With the exception of mdare driver

« Contains .EXE, .DLL, logs, signatures, quarantined files
- Creates folders for logs, quarantine, and signatures (vir_sig)

FiERTINET

When FortiClient is installed on Windows OS, by default it is installed in Program Files on Windows 32-bit
OS, and Program Files (x86) on Windows 64-bit OS. The FortiClient directory is created only during
installation and removed during uninstallation.

You can change the default installation directory while installing FortiClient. FortiClient is protected by

FortiShield, which is digitally signed and prevents modification of the Windows registry. The FortiClient folder
contains .EXE files, .DLL files, logs, signatures, quarantine files, and so on.
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Troubleshooting—Installed FortiClient Files

+ Some of the files installed in the FortiClient installation directory include:
« forticlient.exe: ForFortiClient GUI (FortiClient console)
« fortifw.exe: For FortiClient personal firewall service and web filter service
« fortitray.exe: FortiClient system tray controller
« fortiesnac.exe: It handles the endpointcontrol
« fmon.exe: FortiClient real-time file system monitor (real-time antivirus protection)
+ submitv.exe: FortiClient virus submit daemon (FortiClient virus feedback service)
* vpcd.exe: FortiClient VPN policy retriever
* FortiSSLVPNdaemon.exe: FortiClient SSL VPN daemon
« ipsec.exe: FortiClient VPN Service
« mdare.dll: FortiClient malware detection and removal engine
* libav.dll: FortinetAV engine library

FiERTINET

When you install FortiClient, it installs a number of executables, DLL files, signatures, and so on. Refer to this

slide for the list of FortiClient executable files and descriptions.
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+ FortiClient drivers
+ fortifw2.sys:
* Fortiwf2.sys:

FiERTINET

Troubleshooting—FortiClient Drivers

+ Default FortiClient driver location
+ Windows 32-bit — C: \Windows\SysWoWé64\Drivers
* Windows 64-bit — C: \Windows\System32\Drivers

FortiClient application firewall driver
FortiClient web filter driver

« fortiloader.sys: FortiClient fortiloader driver

* FortiShield.sys: FortiClient file system filter driver
« fortips.sys: FortiClient IPsec driver

« fortisniff2.sys: FortiClientIPS driver

When FortiClient is installed on Windows OS, it installs the necessary drivers on Windows 32-bit OS and
Windows 64-bit OS. Refer to this slide for the list of FortiClient drivers and descriptions.
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Troubleshooting—FortiClient Registry Keys

* HKLM\Software\Wow6432Node\Fortinet\FortiClient
« Protected by FortiShield

* Cryptic

* Requires detailed knowledge

* Undocumented

* May or may not map to XML configuration
* No support on FortiClient GUI

* Intended for developers and corner cases

FiZ:ATINET

You can check the FortiClient registry keys at location show in this slide. The registry keys are protected by
FortiShield.

Unlike XML, registry keys are cryptic and the user requires detailed knowledge to configure. The keys can’t be
documented in any format and so they are not supported on the FortiClient GUI. The keys are intended for
use by developers.

Note that in some cases, Fortinet support can ask you to change the FortiClient registry or replace FortiClient
files. To perform this task, you must stop FortiShield first:

» Disconnect FortiClient from EMS

» Shut down FortiClient

* In an elevated command-line window, type sc stop fortishield
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Troubleshooting—Diagnostic Tool

* You can access the FortiClient Diagnostic Tool on the FortiClient console
« Click About

+ FortiClient Diagnostic Tool generates a debug report
* FortiClient Diagnostic Tool does not record sensitive information

* It contains the following information about the endpoint:
» Windows operating system version
* Windows software updates
+ Names and versions of installed software
+ Names and versions of installed drivers
« FortiClient configuration
« FortiClient logs

FiERTINET

You can use the FortiClient Diagnostic Tool to generate a debug report, and then provide the debug report to
the FortiClient team to help with troubleshooting. For example, if you are working with customer support on a

problem, you can generate a debug report, and send the report to customer support to help with
troubleshooting.

The FortiClient Diagnostic Tool does not record sensitive information. It contains information about the
endpoint that are shown in this slide.
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Troubleshooting—Logs

* You can export logs from FortiClient to review

« Change log level
« To troubleshoot, you must change log level to Debug

* Default log level is Information

Settings > Logging
= Logging
Enable logging for these features: VPN u Telemetry
Antivirus Web Security
Update B2 vulnerability Scan

B2 sandboxing

Log Level
Log file

FiZ:ATINET

By default, the log level is set to Information, which provides enough related information to resolve common
FortiClient issues. However, you can change the log level on EMS, and you can send the necessary
configuration from System Settings page to FortiClient.

There are various log levels on FortiClient, such as Emergency, Alert, Information, Debug, and so on. To
get more detailed logs for debugging, change the log level to Debug.

Note that you can clear the check boxes next to features to reduce log entries when troubleshooting a specific
feature issue.
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Troubleshooting—BSOD

* Provide a kernel memory dump file
* Located in: C: \windows\MEMORY .dmp

« Enabling a kernel-mode dump file
* http://msdn.microsoft.com/en-us/library/windows/hardware/ff542953

+ If interested in reading the dump file, use WinDbg
* Analyzing a kernel-mode dump file with WinDbg
* http://msdn.microsoft.com/en-us/library/windows/hardware/f£538042
*+ To download WinDbg installer
« WDK and WinDbg downloads
* http://msdn.microsoft.com/en—-us/windows/hardware/hh852365
* Run and provide output of FortiClient Diagnostic Tool.exe
+ Collects system and FortiClient information for Fortinet support team
+ Useful when summarizing system

FiERTINET

FortiClient can cause blue screen of death (BSoD) when it conflicts with third-party software. If this happens,
provide a kernel memory dump. It is usually located in Windows folder as shown in this slide.

To configure the collection of dump files, refer to the Microsoft documents links that are shown on this slide.

Run and provide the output of FortiClient Diagnostic Tool.exe. You can download the tool from
Fortinet support website.
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Good job! You now understand FortiClient components and troubleshooting on Windows operating systems.

Now, you will learn about FortiClient EMS troubleshooting.
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EMS Troubleshooting

Objectives
* Understand FortiClient EMS components on Windows

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FortiClient EMS components and troubleshooting, you will be able to resolve
EMS issues on Windows servers.
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EMS Troubleshooting—Installation Directory

+ Default FortiClient installation directory

* Windows 64-bit — C:\Program Files (x86)\Fortinet\FortiClient
* Created during installation time
* Removed during uninstallation

+ FortiClientEMS installs SQL Server 2014 Express Edition on the server

* Doesn't remove the SQL Server during uninstallation
+ Instance=FCEMS
+ Service=mssql$FCEMS

+ FortiClientEMS also installs Apache HTTP Server and Python

FiZ:ATINET Fortinet Inc. All Rights Reserve 28

By default, FortiClient EMS is installed in Windows Program Files (x86) on the Windows 64-bit OS. The
FortiClient EMS directory is created only during installation and is removed during uninstallation.

You can change the default installation directory while installing FortiClient EMS. FortiClient EMS installs SQL
Server 2014 Express edition on the server. FortiClient EMS doesn’t remove SQL Server during uninstallation.

FortiClient EMS also installs Apache HTTP Server and Python.
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EMS Troubleshooting—Installed Services

* List of services installed in FortiClient EMS installation directory:

« FortiClient Enterprise Management Server: For client connectivity/endpoint control/registration
* FcmDaemon.exe

= FortiClient Enterprise Management Server Active Directory Service: For Active Directory groups
* FcmAdDasmon.exs

+ FortiClient Enterprise Management Server Apache Service: For EMS web console
* httpd.exe

= FortiClient Enterprise Management Server for Chromebooks management
* FcmChromebookDaemon.exe

+ FortiClient Enterprise Management Server Update: To connect to FortiGuard for updates
* FcmUpdateDaemon.exe

« FortiClient Enterprise Management Server Deployment Service: For FortiClient deployment
* FcmDeploy.exe

« FortiClient Enterprise Management Server Monitor Service
* FcmMonitor.exe

FA Scheduler: Keeps track of all the EMS services and starts them when stopped

.

FiERTINET

When you install FortiClient EMS, it installs a number of executables, dll, signatures, and so on. Refer to this
slide for the list of executable files and descriptions.
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EMS Troubleshooting—GUI Issue Debugging

+ Use Chrome > More tools > Developer tools > Network to see the active
connections from the EMS
* C:\Program Files (x86)\Fortinet\FortiClientEMS\Apache24\logs

« More verbose logging:
* /ProgramFiles/Fortinet/FortiClientEMS/Python/Scripts/FCM/FCM/Settings.py
« Change DEBUG from false to true

* Apache uses port 443 and 10443

FiERTINET

You can debug GUI access issues either by using a web browser or enabling verbose logging for Python.
Make sure you turn off the debug after troubleshooting. You should not run the debug in a production

environment. By default, Apache uses port 443 and 10443. You can use the netstat command to see if the
default Apache ports are being used by another application.
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EMS Troubleshooting—View Debug Logs

* You can check logs on FortiClient EMS GUI

Administration > Logs

@ Spuien semng »

+ Change log level to Debug
* However this doesn'’t include FortiClient EMS installation logs

* For FortiClient EMS installation issues go to:
« C:\Users\Administrator\AppData\Local\Temp\FortiClient_Enterprise

+ SQL Server installation logs
« %temp%!\sql
F:RTINET

On FortiClient EMS, you can see the logs on Logs page. To get more information, you should to change the
log level to Debug. However this GUI log doesn’t include FortiClient EMS and SQL installation logs.
Installation logs are generally available in the temp folder.

Note that FortiClient EMS automatically reverts the log level from Debug to Info after 30 minutes to save
resources on the server. The FortiClient EMS GUI only displays logs from the database; daemon debug logs
are sent to the file only.
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EMS Troubleshooting—Diagnostic Tool

Locsl Disk (0 » Progrem Fles () + Fornet + FornChientEMGS

* You can access the EMS Diagnostic Tool in:
. C:\?rogramFile(xBG}\Foritnct\FortiCliontEMS“

& EMSDisgnotic Tool

+ FortiClient EMS Diagnostic Tool generates a debug report
* FortiClient Diagnostic Tool does not record sensitive information

* It contains the following information about the endpoint:
« Windows operating system version
« Server event logs
+ FortiClient EMS Apache configuration
« FortiClient EMS Apache logs
« FortiClient EMS logs
« Names and versions of installed software
* Names and versions of installed drivers
« Python logs
« Temp directory installation logs

F:=RTINET

You can use the FortiClient EMS Diagnostic Tool to generate a debug report, and then provide the debug
report to the FortiClient team to help with troubleshooting. For example, if you are working with customer

support on a problem, you can generate a debug report, and send the report to customer support to help with
troubleshooting.

The FortiClient EMS Diagnostic Tool does not record sensitive information. It contains information about the
server that are shown in this slide.
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Good job! You now understand FortiClient EMS components and troubleshooting on Windows Servers
systems.

Now, you will learn about diagnosing and troubleshooting FortiClient features.
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FortiClient Features Troubleshooting

Objectives
* Diagnose FortiClient features

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in diagnosing FortiClient features, you will be able to resolve issues related to
individual features.
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FortiClient Features—Updates

« Verify latest updates

« Click About
« In an elevated command line window run the following
* update_task.exe —-s fd_01
* Registry
« FA_UPDATE

« FA_Scheduler\00003
+ Check XML configuration

* <forticlient configuration> <system> <update> mmw
+ Check custom servers if defined

Backup server
Failover to FDN

» Schedule update

submlt_virus_info_to_fds>
it_wuln_info_to_fds»
odate_actions

al_Ln_hours»1</update_lnterval_in_bourss

FiERTINET

The FortiClient console provides the latest information about engine and software statuses and versions used
by FortiClient. To check the latest updates on FortiClient, click About.

By default, the value for use custom server elementis 0, which means it is disabled, failover backup
servers are not defined, and failover to public FDN is enabled. In this case, FortiClient will first attempt to
connect to the public FortiClient server, forticlient.fortinet.net or
myforticlient.fortinet.net, over TCP port 80 to download the list of secondary servers from which it
will then download the signatures and packages for FortiClient.

If a string is specified in server element and communication fails with that server, each of the servers
specified in fail over servers element are tried until one succeeds. If that also fails, then software
updates will not be possible unless fail over to fdn is setto 1. If communication fails with the server(s)
specified in both server and, fail over servers elements, fail over to fdn specifies the next
course of action.

You should leave the value of fail over to fdn element to 1, which is the default value.

By default, scheduled updates are enabled at an intervals, these intervals specify the frequency that
FortiClient checks for updates. A network error will cause an update failure, and the temporary AV signatures
keep growing. Run the update task command manually.
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FortiClient Features—Updates

+ Signature update logs
= Can be opened with any text editor

Settings > Logging > ExportLogs

€:33:25 AM Notice Update id=96650
avsig=28.00220 avsigetm=28.00105 avsigext=28.00083
avsigheu=28.00220 avsiglastupdate=". 06:33:11-06"
ipssig=6.00699 irdbsig=2.00502

+ Software update logs
« Located in $temp% folderin Windows
* C:\Users\<username>\AppData\Local\Temp\

FiERTINET

The signature update logs provide the date and time of the update, along with the version number of the
signatures. You can export the logs to a local computer from FortiClient on Export Logs option. Based on the

logging level and log types enabled, it will export all types of logs.

The software update logs are located in the temp folder in Windows, which might be a hidden folder.
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FortiClient Features—Antivirus

* Files and drivers:
*+ fmon.exe, xzmlav.dll, libav.dll, mdare.dll, mdare.sys

* vir sig folder contains
+ Malware and antivirus signatures
* Mdare sig, vir ext, vir extreme, vir heuristics, wvir high, wvir high
* fdni.conf—list of FortiGuard severs
« Block malicious websites
* fortiwf.exe, fortiwf2.sys

« Block known communication channels
* fortifws.exe, fortisniff.sys, irdb.dat

SerialNumber=FPT-FC5-29580013 | Address=2088.91.112.135:443 | FDNListener=208.91.112.135: 8889 | TimeZone=-5
Seriallumber=FPT-FCS-DELLB@AS | Address=288.91.112.132:443 | FONListener=208.91.112.132: 8889 | TimeZone=-5
SerialNumber=FPT-FCS-DELLEBOS | Address=2088.91.112.133:443|FDNListener=208.91.112.133:8889| TimeZone=-5
SerialNumber=FPT-F(S-DELLBB15|Address=208.91.112.136:443|FDNListensr=208.91.112.136:8889| TimeZone=8

FortiClient requires a number of files and drivers in order to perform a real-time antivirus scan which includes
EXE, DLL, SYS, and CONF files, and are located in Installation
directory\Fortinet\FortiClient\ folder. The vir sig folder contains malware and antivirus
signatures along with the £dni . conf file, which contains a list of public FortiGuard servers that FortiClient
contacts to get updates on the signatures and packages.

FortiClient 6.2 Study Guide 243



DO NOT REPRINT

EORTINIET

Diagnostics and Troubleshooting

JINTIINL ]

Antivirus—Real-Time Protection

« Check XML configuration

* <forticlient configuration> <antivirus> <real time protection>

* Fmon

<real_time protection:
<enabled-1</enabled:>
<use_extreme db>0</use_extreme_db>
<when>0</when>
<ignore_system whenrZ</ignore_system whens
[<on wirus found>S5</on virus found:|
<cloud hased detection>

<on_wirus foundr4</on virus found:
</eloud based detection>

<compressed files>

<maxslze>10</maxsizes
</compressed files>

Compressed file size to
scan in MB

FiZ:ATINET

It is very important to check the XML configuration if the real-time antivirus protection is not functioning
properly. By default, when a virus is found, FortiClient block access to the file. There are five levels of
on virus found XML configuration tags:

: clean

> ignore

: repair

: warning

: quarantine

: deny access

L]
ahwnN - ol

FortiClient also performs a scan on the compressed files and allows you to define the compressed file size to
scan up to 65535MB. 0 means no limit. FortiClient performs a real-time scan on a wide range of extensions
and allows you to modify the list of extensions to scan.

For example, if you set the value of the on virus found XML configuration tag to 1, it will ignore the virus
file and the virus will not be caught. Another exampile is if you modify and remove a few extensions from the
extensions XML configuration element and if the suspicious file extension is not listed in the extensions

XML configuration element, it will not be caught.
Note that this partial XML configuration is for a real-time antivirus. For a complete list of available XML

configuration elements, refer to the FortiClient 6.2.0 XML Reference guide available at Fortinet
documentation site.
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Antivirus—Real-Time Protection (Contd)

* FortiClient logs
« Settings > Logging > Export logs
* Installation directory\Fortinet\FortiClient\logs\realtime scan.log

Exported logs
15 9:44:37 AN Notice AntiVirus 1d=96533 user=! msg="User enabled Realtime AntiVirus protection”
15 9:44:49 MM Warning AntiVirus id=9653@ user=! action=quarantined checksum=8x31db28dl filesize~-184

nsg-rFDund virus by AntiVirus realtime Drutectinn,]
in filesystem” sigid=439872 virus=EICAR_TEST_FILE
ffile~C:\Users\¢ ‘\AppData'Local\Temp\ULOJICnC. zip.part

realtime_scan.log
realtime_scan - Notepad

File Edit Format View Help
Realtime scan result:

time: | B9:44:339,
time: @9:44:48,

Realtime Protection Started,|Av_ENGINE:S5.88228 MDARE_ENGINE:2.B8868 AV_SIG:28.80335 AV_EXT_SIG:28.88226 MDARE_SIG:1.88008
virus found: EICAR_TEST_FILE| action: Quarantined, C:\Users) AppData‘iLocal’\ Temp\UI0IICNC. 2ip.part

FiERTINET

The antivirus logs provides the date and time of the real-time antivirus scan along with the action taken, virus,
and location of the file. To export the logs to a local computer from FortiClient, select Settings > Logging >
Export Logs option.

Based on the logging level and log types enabled, Export Logs will export all types of logs.

The realtime scan.log located in Installation
directory\Fortinet\FortiClient\logs\realtime scan.log provides more detailed information

about malware and antivirus engines and signatures used in the real-time antivirus scan, along with name of
the virus file, action taken, and location of the file.

Debug: In an elevated command line window:

+ Disable RTP on FortiClient.
» Change the FortiClient installation directory: fmon.exe -s -fd 1
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+ RTP for other security risks protection
+ Sandbox
* <use sandbox signatures>0</use sandbox signatures>

+ Block malicious websites

« Block known attack communication channels

* <forticlient configuration><firewall><candc enabled>
« Email protection

* <forticlient configuration><antivirus><email>
+ Boolean value is used to enable or disable RTP features

FiERTINET

Antivirus—Real-Time Protection (Contd)

* <forticlient configuration><webfilter><block malicious websites>

* <block malicious websites>0</block malicious websites>

<email>

<smtp>1</smtp>
<pop3>1</pop3»
<outlook>1</outlook:

<wormdetection>
<enabled>@</enabled>
<action»8<faction>

< fwormdetection>

<heuristic_scanning>
<enabled»@</enabled>
<action>@</action>

</heuristic_scanning>

<mime_scanning>»
<enabled>@</enabled>

</mime_scanning>

</email>

There are other security risks that are also handled by real-time protection. The sandbox signatures can also
be used by FortiClient to identify the threat. Block access to malicious websites function blocks malicious

websites. The web filter module must be installed before you can enable this protection.

FortiClient RTP also block known communication channels used by attackers. The application firewall module

must be installed before you can enable this protection. An Email protection on FortiClient scans email for

malicious files. It supports POP3 and SMTP.

You can use Boolean values in EMS XML editor to enable or disable real-time protection features. The

booleon value 0 for <block malicious websites> in this slide will disable blocking of malicious

websites.
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Antivirus—Schedule and Custom Scan

« Uses the same files and drivers as real-time antivirus scan
» Uses av_task.exe instead of fmon.exe
* av_task.exe <options>

-qg - quick scan

-f - full system scan

-d <dir> -scan the specified directory

-X - use multiple av_task.exe instances for scanning

Check XML configuration
* <forticlient configuration> <antivirus> <scheduled scan>

* <forticlient configuration> <antivirus> <on demand scannning>

FortiClient Logs pavseansssxics
. avscan_3992 - Notepad =18

File Edit Format View Help

Scan started at Sunday, September 15 3:38:12 PM.

av_engine: 5.80220; vir_sig: 28.00342; vir_sig extd: 28.00226; vir_sig_extm: 28.80247;
Scan finished at Sunday,|September 3:39:22 PM.

Total files scanned Z sinfected 8. Total hoot blocks scanned B, infected ©.

The current scan type is [Scheduled Quick Scan],

FiZ:ATINET

The scheduled and custom scan uses the same real-time antivirus files and drivers except it uses
av_task.exe instead of fmon.exe. ltuses av_task.exe file with option - £ to perform a full system scan
and av_task.exe -d to scan the specified directory.

The factory default behaviour at the time of installation is to run a full system scan on the first day of the
month at 18:30 hours and it also scans removable media. However, default XML configuration file can be
modified to change the default behaviour. You can view and modified factory default full scan schedule under
full element of the XML file.

There is a priority parameter in the XML file as well. By default, the priority of the scan is set to normal and
has three different levels—0 for normal priority, 1 for low priority and 2 for high priority. The

on_demand scanning element defines how the antivirus scanner handles the scanning of files manually
requested by the end user. The scheduled and on-demand scan logs are located in
Installationdirectory\Fortinet\FortiClient\logs\av_ scanxxxx.logd.
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FortiClient Features—Sandbox Detection

* Files and drivers
« fortiAptFilter.sys
* fcaptmon.exe
* vir sandbox sig
* Registry
+ FA_SANDBOX
+ FA_Scheduler/000022

+ XML

* <forticlient configuration><sandboxing>
+ Maximum file size is 200MB
» Command-line: Fcaptmon.exe -s fd 01

+ FortiSandbox cache improves performance
* Fcaptmon.apt: cache file used by fcaptmon.exe
+ Aptcache.dat: cache file used by sandbox driver

FiERTINET

FortiClient requires a number of files and drivers in order to perform file submission to FortiSandbox. The
vir sanbox_sig folder contains malware and antivirus software. The maximum file size you can submit

from FortiClient to FortiSandbox is 200MB.

Files can be submitted from the following sources:
* Removable media

* Mapped network drives

*  Web downloads

* Email download

You can run a sandbox debug by entering the CLI command Fcaptmon.exe -s f£d 01 inan elevated
command-line window.

FortiSandbox also caches files to improve performance.
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FortiClient Features—Web Filter

* Files and drivers
* fortiproxy.exe, fortiWF.exe, xmlwf.dll, fortiWF.sys

+ Check XML configuration

*» <forticlient configuration> <webfilter>

Settings > Logging > Exportlogs

<yebfilter> | Web filtering
<enable_filter>1</enable filter> enabled by default
<enabled>1</enabled> |
<current_profile>0</current profile> FortiGuard querying
<max_violationspS50004/max_violations> service

<rna>:_v:ola\::|.nn_age>!__'a‘_};‘me><_v:olat:on_eqe:—
<block malicious websites>1</block malicious_websites>
<browser read time threshold>180</browser read time threshold>

+ FortiClient logs
« View recent violations on FortiClient GUI

FiZ:ATINET

FortiClient requires a number of files and drivers in order to perform web filtering. By default, web filtering and
the FortiGuard querying service are enabled, and can store up to 5000 violations for a period of seven days.
The default value formax violations elementis set to 5000 and can be ranged from 250 to 5000, and
max _violation age elementis setto seven days and can be ranged from 1 to 90 days.

You can also configure safe search and the YouTube education filter under the <safe search> and
<youtube education filter> XML elements.

For a complete list of available XML configuration elements, refer to the FortiClient 6.2.0 XML Reference
guide available at http://docs.fortinet.com.

Safe Search is a feature of Google search that acts as an automated filter of pornography and potentially
offensive content. The upcoming release of FortiClient will include the ability to modify the host file to force all
Google or YouTube traffic to connect to safe search websites, such as WackySafe, that only delivers safe
search results. The drawback is that this will affect all Google services, such as search, YouTube, and so on.

Enabling the Client Web Filtering When On-Net option will keep using the FortiClient web filter even if it is
behind FortiGate and on-net. When this is disabled, FortiClient endpoint will be protected by FortiGate web
filter profile when on-net.

You can view the web filtering violation logs directly on the FortiClient GUI or export the logs from Export
Logs.
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FortiClient Features—Web Filter (Contd)

* FortiClient logs Settings > Logging > Exportlogs

o5 4:16:56 PH Notice WebFilter date=] 7 time=16:16:55
logvers2 typestraffic levelsinfo sessionids34973356 hostnamesWIN-SIBESUSFULP
uid=BO054F352512432BA62F432C52F5562E devid=F(TEDO246022B176
fgtserial=FGVM210000845784 regip=N/A srcname=firefox.exe srcproduct=Firefox
srcip=10.9.1.18 srcport=54346 directionsoutbound destinationip=66.171.121.44
remctensme=ww . fortinet.com destinationport=89 user=Saurabh prote=6 rcvdbyte=N/A
senthytesN/A utmactionspassthrough utmeventswebfilter threat="General Interest -
Business:Inforsation Technology®™ wd=root fctwver=5. I os="Microsoft
Windows Server 2012 R2 Datacenter Edition, 64-bit (build 9600)"
usingpolicy="Training" serviceshttp urlsindex.html userinitisted=0
browsetime=H/A

&% 4:40:12 PM Notice WebFilter date=2807 88 37 time=16:48:12
logver=2 type=traffic level-warning sessionid=34973356 hestnase=WIN-BIBESUSFULP
uid=B90S4F352512432BA62FA32C52F5562E devid-FCTERO3460228176 fgtserial=N/a
regip=h/& srcname=firefox.exe sreproduct=Firefox srcips=10.98.1.18 srcport=55672
direction=outbound destinationip=23.235.39.81 remotename=www.bbc.com
destinationport=88 usersSaurabh protoss rcvdbytesN/A sentbyte=N/A
utmaction=blocked utmevent=webfilter threat="General Interest - Personal:News
and Media" wd=N/A fctvers! os="Microsoft Windows Server 2012 R2
Datacenter Edition, 64-bit (build 968@)" usingpolicy="" serviceshttp url=/
userinitiated=1 browsetimes=N/A

« Webfilter cache file

* urlcache.dat

* Debug CLI commands
+ fortiwf.exe -s fd 01
+ fortiproxy.exe -s f£d 01 -d 4

FiERTINET

In the example shown on this slide, the first log entry is from a FortiClient that is managed by EMS and
FortiGate (integrated mode). The managed FortiClient log show the FortiGate serial number along with the
name of the FortiClient profile it is using, and other details such as utmaction, utmevent, and so on.

So, when diagnosing and troubleshooting web filtering issues, always pay attention to the logs because the
URL or category might be blocked in the managed profile, but allowed in the URL list, and the results might be
different than what you were expecting.

» The webfilter cache URL rating results in the urlcache.dat file. You can also run the CLI commands
fortiwf.exe -s fd 01 and fortiproxy.exe -s fd 01 -d 4 in elevated mode, to further
troubleshoot webfilter issues:

The above commands provide debug level logs for web filter and FortiProxy processes.
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FortiClient Features—IPsec VPN

* Files and drivers
* ipsec.exe (IPsec daemon)
« FCRuth.exe (involved in IPsec certificate)
* Fortips.sys
* FortiFilter.sys
+ ftvnic.sys
* Registry
+ FA_IKE
« IPsec
« FA_VPN
+ FA_Scheduler\000002
+ XML
» <forticlient configuration><vpn><options>
+ <forticlient configuration><vpn><ipsecvpn>

FiERTINET

FortiClient requires a number of files and drivers for IPsec VPN.
The VPN-related information is contained inside the vPN> XML tags. The options XML tag contains global

options that apply to both SSL VPN and IPsec VPN as shown in this slide.

The ipsecvpn XML tag contains configurations specifically related to IPsec VPN.

IPsec VPN has two subsections:
+ Options: Options related to the specific type of VPN
» Connections: User-defined connections
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FortiClient Features—IPsec VPN (Contd)

* FortiClient logs
« Change log level to Debug
« Optionally, disable other types of logging

VPN-related logs can be exported from Export logs. When troubleshooting VPN issues, as a best practice,
change the log level to Debug and disable other types of logging to minimize the logs from other features.

The FortiClient-FortiGate dialup request is sent from FortiClient towards FortiGate. FortiClient-FortiGate
negotiates using aggressive mode. In aggressive mode, the IKE SA contains almost everything, such as the
encryption type, length, hash type, and Diffie—Hellman (DH) group. It contains fewer exchanges and packets
and is faster than main mode.
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FortiClient Features—IPsec VPN Debug

* Debug
= Change log level on FortiClient
« Enable IKE debugon FortiGate
* diag debug application ike -1
* diag debug application fndamd -1
* diag debug enable -1
+ Capture network traffic on both FortiClient host and FortiGate

* You can also initiate IPSec from the CLI
* Ipsec.exe [-d debuglevel] [-i sessionid] [-b] [-k] tunnel
* ipsec.exe -U fortinet -P st70ngP@ssw07d prague off

FiZ:ATINET

You can run the real-time debug commands on FortiGate, which will show you the similar information as on
FortiClient.

As a best practice, run the debug commands on FortiGate to compare with the IPsec VPN logs on FortiClient.

Apart from the real-time debug command shown on the slide, you can also run the following commands on
FortiGate device to troubleshoot IPsec VPN issues:

diagnose vpn ike config 1list command checks the configuration as it is seen by IKE daemon on
the FortiGate device

To list IKE SA on the FortiGate device, run diagnose vpn ike gateway list

To list IPsec SA on the FortiGate device, run diagnose vpn tunnel list

To check status of all tunnels (equivalent to GUI VPN monitor) on the FortiGate device, run get ipsec
tunnel list

To check routes on the FortiGate device that were installed by the IKE daemon (applicable only for dialup
IPsec VPN), run diagnose vpn ike routes list
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FortiClient Features—SSL VPN

* Files and drivers
* FortiSsSLVvPNdaemon.exe
+ ftsvnic.sys

* Registry
+ FA_SSLVPN
« Sslvpn
+ FA_VPN
« FA_Scheduler\000019

« XML

» <forticlient configuration><vpn><sslvpn>

FiERTINET

The FortiClient requires a number of files and drivers for SSL VPN.

The ss1lvpn XML tag contains configurations specifically related to SSL VPN.
SSL VPN has two subsections:

+ Options: Options related to the specific type of VPN

» Connections: User-defined connections
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FortiClient Features—SSL VPN (Contd)

* FortiClient logs
« Change log level to Debug
« Optionally disable other types of logging
SSLVPN initiated

Debug VPN (repeated 162 times

SsivprDaemon
SslvpnAgent initialized successfully
1940 ...

infor<apl sncmethod='0' salt='S51475555' remoteauthrtimecur="30" f='f° /></info>

etWebFage ()} :

BRO=1, CT=(cext/Xml: shazset=uni-8)

24: fortissl_cer
0B: Pref

de=0
Connect ()==TRUE *vereves
'PH Tunnel is Connected *sesssds

FiERTINET

You can export VPN-related logs from Export logs pane of FortiClient. When troubleshooting VPN issues, as
a best practice change the log level to Debug and disable other types of logging to minimize the logs from
other features.

The FortiClient-FortiGate SSL VPN request is sent from FortiClient towards FortiGate. FortiClient-FortiGate
checks the port number for the SSL VPN service and user credentials to allow access. The SSL debug logs
show the initial connection requested made by FortiClient to FortiGate. Then the SSL certificate negotiation
takes place between FortiClient and FortiGate. The FortiClient side certificate information is located in the
Installation directory\Fortinet\FortiClient folder.
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FortiClient Features—SSL VPN Debug

* Debug
« Change log level on FortiClient
« Enable SSL VPN debug on FortiGate

diag debug application sslvpn -1

* diag debug application fndamd -1
* diag debug enable -1

+ Capture network traffic on both FortiClient host and FortiGate

* You can also initiate SSL from the CLI
e FortiSSLVPNclient.exe /?

* FortiSSLVPNclient.exe connect -h 172.17.61.48:443 —u test:111111 -c
client cert -i

* FortiSSLVPNclient.exe disconnect

FiERTINET

You can run real-time debug commands on FortiGate, which will show you the information that is similar to
the information shown on FortiClient.

As a best practice, run the debug commands on FortiGate to compare them with the SSL VPN logs on
FortiClient.

FortiClient 6.2 Study Guide 256



Diagnostics and Troubleshooting

DO NOT REPRINT

CODRTINET
TN TITINLC 1

FortiClient Features—SSL Driver

* New SSL driver
« New driver SSL VPN virtual Ethernet adapter is used by default
+ It solved SSL VPN disconnects at 98% issue
* Log shows: fortissl connect: device=ftvnic

FiERTINET

Fortinet added its own SSL driver, or virtual adapter, to resolve issues related to the Windows PPP Wan
Miniport Adapter. By default, FortiClient uses a new SSL driver. In logs, it is shown as in this slide.
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FortiClient Features—Application Firewall

+ Configured on FortiGate or FortiClient EMS

* Files and drivers:
e fcappdb.exe
*« fcappdb.db
e xmlfw.dll
« fortiws.exe
» fortiapd.sys
+ fortifw2.sys

* vir_sig folder contains:
* appsig.dat
» ids.dat

FiERTINET

An application firewall uses an IPS engine, so it matches the patterns in the entire byte stream of the packet
and requires multiple files and drivers.

FortiClient 6.2 Study Guide 258



DO NOT REPRINT

EORTINIET

Diagnostics and Troubleshooting

INTTINL ]

FortiClient Features—Application Firewall

* Check XML configuration Action to enforce traffic
» <forticlient configuration><vpn><firewall>

Enable or disable detection
of a connectionto a botnet
command and control server

<firewall>
<enabled>1</enabled>

<app enabled>1</app enabled> First rule
I(:d:‘.dc enabled>0</candc ::nbl:d)l

[<default action>Pass</default actiony

frax_'.';:'.ar.1:.’,3}5:-f-C-<r":r_ax_\';a;at ions>

pax violation age>7</max violation age>
Default action pass Category IDs
0
Application 1D R rona e

FiZ:ATINET

The application firewall XML configuration elements can be grouped into two parts, general options and
profiles. A general option applies to all firewall activities and profile defines the applications and the actions
that apply to the firewall activities.

You can enable the candc_enabled XML configuration element by setting the value equal to 1, to detect a
connection to a botnet command and control server. The default action XML configuration element
value is set to pass, which enforces the action to pass on traffic that doesn’t match any defined profiles. You
can change the default action to block, reset, or pass. The profiles taghasa rules element. The
rules element may, itself, have zero or more rule tags.

The following filter elements can be used to define applicationsina rule tag:

* category

* vendor

* behavior

* technology

* protocol

* application

* popularity

If the application elementis present, all other sibling elements (listed above) will be ignored. If it is not
present, a given application must match all of the provided filters to trigger the rule.

In the example shown on this slide, in the first rule, categories 6 and 23 are blocked, which corresponds to
Proxy and Social.Media respectively. In the second rule, application 16779 is blocked, which is
Yahoo.Games. You can get the complete list of IDs corresponding to each category, behaviour, and
application from the FortiGate CLI.
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FortiClient Features—Application Firewall

* FortiClient logs
+ View recent violations on FortiClient GUI &= Application Firewall Enabled

e ; nthe Last J
Settings > Logging > Exportlogs 5 '

axfaf28xx 9:95:85 AM Notice !F].rewalll date=20xx-xx-xx time=09:05:04 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uid=C7F38; SATTE3BADG202B807 devid=F(TB003611939390 fgtserial=-FGVMOL0000942532 regip=N/A

srcname=firefox.exe srcproduct=Firefox srcip=10.9.1.10 srcport=62481 direction=ocutbound destinationip=199.59,148.87 remotename=H/A
d;s;;na;;on;;rt-ﬁe user=Adminlstrator@TRAININGAD, TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A|utmactlon=blocked utmevent=appfirewall

threat=Twitter Jvd=root fctver=5.4.0,87808 os="Microsoft Windows Server 2012 R2 Standard Edition, GA-DIt (bulld DEGE)
usingpolicy= default”™|service=http

|
oo/ 20xx 9:05:54 MM Notice m date=20xx-xx-xx time=09:05:53 logver=2 type=traffic level-notice sessionid-34252360
hostname=Win-Internal uid=C7F30BTUTIORFOSATTEIBAD620268D7 devid=F(TEA03611939390 fgtserial=FGVME10000042532 regip=h/A

srename=firefox.exe srcproduct=Firefox srcip=10.9.1.10 srcport=62425 direction=outbound destinationip=1084.325.62.28 remotename=H/A
destinationport=443 user=Administrator@TRAININGAD. TRAINING.LAB proto=6 rcvdbyte=N/A wnmytavumm—uuacrmn—nlncken
utmevent=appfirewalllthreat=Proxy.Websites|vd=root fctver=5.4.0.0788 os="Microsoft Windows Serve dition, &d-bit
| (Build 9500,

U T usingpolicy= default service=https

xx/xx/20xx 9:28:23 MM Notice date=20xx-xx-xx times09:28:22 logvers2 typestraffic level=notice sessionid=26453864
hostname=Win-Internal uid=C7F3828103EB4F@5A7TEIBADG202BEDT devid=F(TERO3611939399 fEtserial=FGVMO10000942532 regip=N/a
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.18 srcport=62759 direction=outbound destinationip=208.71.44.31 remotename=H/A
destinationport=88 user=Administrator@TRAININGAD. TRAINING.LAB proto=6 rovdbyte=H/a sentbyte-"fﬂmnction-blocked utmevent=appfirewall
[threat-vanhoo.Games Jvd=root fotver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, GA-DIt (bulld J600)
usingpolicy="default] serviceshttp

« Common issues
« Traffic is blocked, applications crash or are not categorized correctly

F:RTINET Fortinet Inc. All Rights Reservaed 55

You can view the application violation logs directly on the FortiClient GUI or export logs from Export logs
option.

In the example shown on this slide, FortiClient blocks two categories (proxy and Social.Media) and the
application Yahoo . Games, when FortiClient inspects the traffic passing through it and, based on the matching
rule, takes action. In this example, FortiClient blocks Twitter, proxy websites, and Yahoo . Games, based on
the defined rule.

Some common issues are blocked traffic, and applications that crash, or are not categorized correctly.Try to
disable FortiClient features one-by-one, to make sure the issue is caused by the application firewall.
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* Files and drivers
« VCM daemon: Fcvbltscan.exe
« VCM engine: vcm2 . exe
+ VCM signature: vem.dat

* Registry
+ FA_VULN
+ FA_Schedule/000020

« Check XML configuration

* <forticlient configuration><vulnerability scan>
* FortiClient logs

« View vulnerabilities detected on FortiClient

Settings > Logging > Exportlogs

FortiClient Features—Vulnerability Scan

oo fxx ek 10:@7:25 MM Motice | Vulnerability Scan
msg="The vulneratility scan status ha
vulnnane=N/A vulnref=N/4 vulnseverity=N/a

1d=96528 user-AdainistratorgTRAININGAD . TRAINING. LAB
u.(un.lv-(al-ll.-’x! vulncvss=N/A vulnengine=H/A vulnid=N/A|

xx/xx/20xx 10:08:35 AN |Ic!icr 1d=96521 user=Adainistrator@TRAININGAD . TRAINING.LAB

msg="A velnerability scan result has

o Lnname=H5  Windows -'nanlqn,C.l(rmd.L:\Lqﬂ.(rmignll.lll

[vulnref e fortinet . com/1ds /VIDZ0762 [FoTnsever Tty -TedTon

FiERTINET

The FortiClient vulnerability scan module can check your workstation for known system vulnerabilities. It uses
various files and drivers to perform a vulnerability scan. You can scan your workstation when registering on
FortiGate, or on a scheduled basis. Or you can run an on-demand scan directly from the FortiClient GUI and

view the vulnerabilities found on the FortiClient console.

You can view the recent vulnerabilities detected directly on the FortiClient GUI, or you can export logs from

Export logs option.

The vulnerabilities logs shows the status (started, cancelled) and also shows the name of the
vulnerabilities detected, the severity, the vulnerabilities engine, signatures used, and so on. It also provides a
reference link, which provides the description, impact, and recommended actions for the vulnerability

detected.
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Vulnerability Scan—Debug

* Run debug from command line in elevated mode

* Run VCM scan
* fcVlbtScan.exe —s fd 01 -d —n
+ Run VCM patch
fcvlbtScan.exe —-s fd_01 -d —-p path_to_install.json

* Log file
* Forticlient install folder/logs/vcm/timestamp folder

FiERTINET

You can run a vulnerability scan in debug mode from the command line in elevated mode. After running the
commands shown on this slide, the log file will be available at the following location:
Forticlient install folder/logs/vcm/timestamp folder
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FortiClient Features—Telemetry and Compliance

+ Telemetry file
* FortiESNAC.exe

* Registry
+ FA_ESNAC
* FA_Scheduler\000018

« XML

* <forticlient configuration><endpoint control>

+ Support the following functions:
+ Register to FortiClient EMS
« Register to one FortiGate on gateway IP list and monitored by EMS

<endpolnt_control>
<enabled>1</enabled>
<socket_connect_timeouts»1:5<¢/socket_connect_timeouts>
<system_data>Enc </system_data>
<disable_unregister»>@</disable_unregister>
<disable_fgt_ switch»8</disable fgt switch>»
<show_bubble_notifications»>1</show_bubble_notifications>
<avatar_enabled>1</avatar_enabled>

FiERTINET

FortiClient requires one file, FortiESNAC. exe, for Telemetry. The endpoint-related information is contained
inside the endpoint control XML tag. The endpoint control XML tag contains configurations
specifically related to endpoint Telemetry.

It contains endpoint Ul settings, on-net addresses, FortiGate details to register, NAC rules, and user-defined
connections.
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Telemetry and Compliance (Contd)

« Compliance
« Feature on top of Telemetry
+ FortiGate must be involved
* Use the same
* FortiESNAC.exe
* Registry
« XML
= EMS sends compliance verification rules to the endpoint
+ FortiClient checks the endpoint using the provided compliance verification rules
« EMS receives the results from FortiClient and dynamically groups the endpoints
+ FortiGate build dynamic firewall policies based on dynamic group tag

FiZ:ATINET

Compliance is the feature that runs on top of Telemetry. FortiGate must be involved. It uses the same
FortiESNAC.exe, registry, and XML.

In FortiClient EMS version 6.2.0 or later, FortiClient Telemetry connects to EMS to receive a profile of
configuration information as part of an endpoint policy and to FortiGate to participate in the Fortinet Security
Fabric. The following summarizes how compliance enforcement occurs:

1. The FortiClient EMS administrator creates compliance verification rules based on the OS, running
process and so on.

2. EMS sends compliance verification rules to the endpoint.

3. FortiClient checks the endpoint using the provided compliance verification rules and sends the results to

EMS.

EMS receives the results from FortiClient and dynamically groups the endpoints according to the results.

FortiOS pulls the dynamic endpoint group information from EMS. You can use this tag to build dynamic

firewall policies.

6. The FortiGate receives dynamic endpoint group lists from EMS and use them to build dynamic firewall
policies to enforce compliance.

7. EMS sends group updates to FortiOS, and FortiOS uses the updates to adjust the policies based on
those groups.

S
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Telemetry and Compliance (Contd)

Settings > Logging > Exportlogs

+ FortiClient logs
« Export logs from FortiClient GUI
« Change log level to Debug as no Info level logs for ESNAC

* FortiOS CLI commands: __ :
* diag endpoint registration list registered-forticlients
* diag endpoint record-list ,
* diag debug application fcnacd -1
+ Collect debug logs
* RunFortiESNAC.exe -d -p “”
« Collect log file:

* C:\ProgramsFiles\Fortinet\FortiClient\logs\ec
\tmp_ esnac data.dat
F::=RATINET

You can export Telemetry and compliance-related logs from Export logs option. When troubleshooting these
issues, as a best practice, change the log level to Debug because there is no Info level logs for FortiESNAC
process. All Telemetry and compliance-related logs will be tagged with ESNAC.

You can collect debug logs on an endpoint using the following steps:

1. Disconnect FortiClient from EMS.
2. Shut down FortiClient.
3.  On the administrator command line, run sc stop fortishield.
4. Change registry (depends on 32-bit or 64-bit Windows) as shown below:
HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Fortinet\FortiClient\FA Scheduler\00

0018\cmd to FortiESNAC.exe -d (-p <password > is optional).

Run FortiClient and register EMS as usual.
Collect log file from location shown in this slide.

oo

For ESNAC traffic, select file tmp esnac data.dat.
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Lesson Progress

(?/l How to Approach FortiClient Issues
2}\ Common Issues with FortiGate and EMS
(\3/ FortiClient Troubleshooting
(:I;j FortiClient EMS Troubleshooting

S

() FortiClient Features Troubleshooting
Y

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Approach and troubleshoot FortiClient and FortiClient EMS Issues

v Understand the diagnostic steps to troubleshoot issues between
FortiClient, FortiClient EMS and FortiGate

v Understand FortiClient components on Windows
Understand FortiClient EMS components on Windows
v" Diagnose FortiClient features

<

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to approach FortiClient issues and

common issues with FortiClient with FortiGate and EMS and, how to diagnose and troubleshoot FortiClient
features.
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